Key Benefits

Prevents compromised devices
from accessing sensitive data

Enables business to continue
while remediation takes place

Logs all activities originating from
suspected hosts

Supports arisk-based approach
tfo malware remediation

Integrated Solution

Prevent APTs from system
exploitation

Cost-effective route to
regulatory compliance

Unified management, deep
analytics, and customizable
reporting

Pinpoint machines that are
compromised

Simplify the automation of policy
enforcement for compliance
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FireEye Fuel Technology Alliances

FireEye and Imperva

Avutomated Data Protection Reduces Downtime and Overall Business Risk

Today’s cyber attacks threaten sensitive data

The new generation of cyber attacks can bypass traditional defenses
and put sensitive data at risk. These attacks are targeted in nature
and aimed at obtaining valuables—sensitive personal information,
intellectual property, authentication credentials, insider information,
and more. It is critical o stop the attack at the earliest stage to limit
the scale and scope of the data breach attempt.

The Imperva SecureSphere Data Security Suite is a leading data security
and compliance solution. SecureSphere protects sensitive data from
hackers and malicious insiders, provides a fast and cost-effective route
to regulatory compliance, and establishes a repeatable process for
data risk management. Powering the SecureSphere Data Security Suite
is a common platform that provides flexible deployment opftions, unified
management, deep analytics, and customizable reporting.

With FireEye, customers gain a robust solution that accurately identifies
and blocks the new generation of cyber attacks, and when integrated
with Imperva’s MX Server, restricts the compromised assets from
accessing sensitive data stores thereby mitigating the damage

of a cyber attack.

How the joint solution works

FireEye and Imperva offer a joint solution that protects the access

fo sensitive data in databases and file stores originating from targeted
attacks. The integrated solution provides a comprehensive security
solution that automatically restricts data from being accessed by
potentially compromised system. The FireEye® Multi-Vector Virtual
Execution™ (MVX) engine identifies potentially infected hosts and passes
that information to the Imperva SecureSphere solution. SecureSphere
uses the threat intelligence fo prevent the machines from accessing
sensitive information in databases and file servers while FireEye blocks
any data exfiltration attempts by the compromised host.
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The FireEye and Imperva integration allows
administrators to automatically identify compromised
machines and apply access conftrols to sensifive
data without taking the user offine and impacting
business operations. This restricts the malware’s ability
to access and exfiltrate data. By selectively isolating
access to specific data, disruptions to the user and
ongoing operations are minimized.

About FireEye

FireEye has invented a purpose-built, virftual machine-
based security platform that provides real-time threat
protection to enterprises and governments worldwide
against the next generation of cyber attacks. These
highly sophisticated cyber attacks easily circumvent
traditional signature-based defenses, such as nexi-
generation firewalls, IPS, anti-virus, and gateways.
The FireEye Threat Prevention Platform provides
real-time, dynamic threat protection without the

use of signatures to protect an organization across
the primary threat vectors and across the different
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FireEye send the alert notification to the

Imperva Imperva SecureSphere MX for analysis

SecureSphere MX

For more information, contact
Alliances@FireEye.com

stages of an attack life cycle. The core of the FireEye
platform is a virfual execution engine, complemented
by dynamic threat intelligence, to idenfify and block
cyber attacks in real time. FireEye has over 1,500
customers across more than 40 countries, including
over 100 of the Fortune 500.

About Imperva

Imperva, pioneering the third pillar of enterprise
security, fills the gaps in endpoint and network security
by directly protecting high-value applications and
data assets in physical and virtual data centers. With
an integrated security platform built specifically for
modern threats, Imperva data center security provides
the visibility and control needed to neutralize attack,
theft, and fraud from inside and outside; to mitigate risk;
and to streamline compliance. Over 2,700 customers
in more than 75 countries rely on our SecureSphere®
platform to safeguard their business. Imperva is
headquartered in Redwood Shores, California.

Learn more: www.imperva.com, our blog, on Twitter
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