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Disclaimer

The research, findings, and analysis in this report are based on a combination of open and
operative sources. To protect some victims and open cases, the non-disclosure of operative
sources may leave some gaps in the linkage of some parts of the analysis. This report is solely
the opinion of IntelCrawler LLC.
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Executive Summary

IntelCrawler, a cyber-threat intelligence company based in Los Angeles, has been investigating
the activities of the Syrian Electronic Army (SEA) since they first surfaced in 2011. In the
beginning they seemed only interested in hacking to make political statements. But over time,
as they gained notoriety and picked up technical resources and support, the SEA has evolved
into the realm of global espionage, where some of their targets are “C” level executives at
technology and media companies, allied military procurement officers, United States defense
contractors, and foreign attaches and embassies.

Although the Syrian Electronic Army has used malware and sophisticated hacking tools, their
standard method of operation is usually spear phishing, a craft they have perfected very well. In
this report, you will see some high level technical people who may have fallen victim and had
their email compromised. With this type of breach to email contacts and content, the SEA can
send trusted emails from one company CEO to another or move laterally within the now
compromised organization.

Many modern businesses’ spend millions of dollars on network security, protecting against
emerging Advanced Persistent Threats (APT’s), new exploits, malicious code, and zero-day
vulnerabilities, only to have a key executive compromised via spear phishing and essentially
expose potential keys to the kingdom.

This report will show the speed and efficiently at which the SEA operates. Also outlined are their
probable profiles, conquests, tools, tactics, and procedures and some indicators of compromise.
We've laid out the hacktivision attacks chronologically and then moved to the cyber espionage
attacks where the SEA has a specific agenda to acquire sensitive documents.

Many of the Syrian Electronic Army’s exploits and successes have gone unreported. There’s
really no way to know exactly what they may have downloaded. But it's clear when viewing the
totality of their successful attacks, their reach and access is unparalleled.

In a public interview", the Syrian Electronic Army has noted that they are the most famous
hacking organization in the world.

! Interview With The Syrian Electronic Army (https://www.youtube.com/watch?v=n8e2DloQSwI)



https://www.youtube.com/watch?v=n8e2DIoQSwI
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Key Findings

The SEA hosted most of the stolen information on Syrian Telecommunication Operators
hosting platforms, and also placed there malicious code and fake spear phishing pages
for targeted attacks.

On these servers were found gigabytes of stolen information, including their own SEA
WEB-site backups;

Having limited geopolitical relations, the bad actors started to organize bulletproof
hosting platforms in anti-west jurisdictions such as Syria and Lebanon;

Even in cases when the bad actors had some difficulties with placing malicious content,
they used hacked WEB-resources of their own country in order to avoid any possible
issues with other ISPs;

Some of the hosting platforms they used were ordered virtually and paid for via bank
transfers by people from other countries;

The lifecycle of some targeted cyber-attacks organized by the SEA was sometimes less
than 1 hour, which confirms a high degree of sophistication and co-ordination.

The preparation period for some attacks was approximately 3-5 days with deep
surveillance of potential victim’s employees and contacts;

In order to arrange spear phishing campaigns, which were used in approximately 65% of
the attacks done by SEA, there were clear defined roles of an intelligence officer and an
offensive officer, which confirms a chain of command mentality;

Their army-like battalion structure acting with a designated leader points to possible
relationships with special services or intelligence agencies. After analysis of some of
their actions, it was found that some of them didn’t know each other personally and they
interchanged nicknames during different periods.

After the first compromised data was received by SEA, their members spent more than
7-12 days monitoring intercepted communications of the victims, in order to disseminate
all data, which in turn was used against other victims.

The SEA seems focused only on US and specific geographical regions in the Middle

East.
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- More than 80 famous US corporations were hacked, with just approximately 30% of
them revealed in the press by the bad actors. This selective reporting lends credence to
their cyber espionage campaigns;

- The dynamics of interests of SEA have slowly changed to governments from the private
sector;

- SEA has also targeted embassies, government, military and law enforcement
communications, again which were not published by them because of potential state
sponsorship and ongoing intelligence operation;

- Some of the past hacks and intrusions were explained from a political point of view, but
in reality some provided deep access to sensitive intelligence data, such as the Viber
and Tango mobile messengers hacks.

Besides sophisticated cyber-attacks, they engaged in a large scale social media
campaign for promoting their cause.

- During 2013/2014 they have engaged more than 200 Facebook accounts and more than
20 Twitter accounts for their public page, which confirms their interest and need to cover
and to promote own activities;

- Syrian Electronic Army became a brand supported by professional designers, hidden
ideologists and social network marketing teams, replacing current Anonymous hacking
activities across the world;

- Each of SEA members knows English, besides Arabic, which was used by some of them
as the main language of communications.

Most of the instruments they have used are self-written and targeted on long-term cyber
intelligence and offensive client-side vulnerabilities exploitation.

- Most of compromised e-mail accounts by them were forwarded to specially prepared
registered e-mail accounts automatically alerting them of the new e-mails and encrypting
them and transferring to other secure storages.
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Why We Are Exposing It?

As IntelCrawler’s’ intimate investigation of the SEA pierced their veil of hacktivision, revealing
compromised civilian and military personnel in charge of procuring sniper pads, night vision
goggles, and WMD defense systems, it became apparent that the world might need to know.

By profiling the SEA members and exposing their cyber prints, indicators of compromise, tools,
tactics, and procedures, we felt the report might help security researchers, MSSP’s, and
government investigators to mitigate attacks and plan future defenses.

As talented as these young hackers apparently are, they seem to have left some digital bread
crumbs as clues. The collection of these crumbs i.e. cyber prints, narrows the probability of
identifications, and more importantly, they may follow them the rest of their technology lives and
career. The exposure and the databasing of these cyber prints, that never go away, may have
long term consequences. Those concerns or consequences like traveling and working outside
Syria were alluded to by the SEA in their TV interview.

Since the SEA has shaped facts in their press postings, we felt exposing how they selectively
report for political reasons but hold back compromised intelligence or data related to cyber
espionage shows their true motives.

The SEA has attacked Syrian websites and peaceful companies and organizations incurring
significant reputational and economic losses, without any direct relation to the armed conflicts in
Syria. So again their motivations are inconsistent with only a policy of hacktivision.

Spending more than a year of deep research, IntelCrawler released this report in hopes of
exposing one of the most sophisticated cyber espionage campaigns of 21 century, targeting 18
different countries and 110 corporations.
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SEA: Bad Actors Profiles

The Syrian Electronic Army consists primarily of 8 key technical leaders and various hidden
supporters who have defined roster functions. These are their probable profiles.

“The Pro”

The Pro or Th3Pr0 is one of the most aggressive and experienced members in SEA,
responsible for the majority of past hacks - the Leader of Special Operations Department of
Syrian Electronic Army. He is also one of the more stealth members.

TH3PRO

This bad actor first surfaced with the hack of the University of California Los Angeles (UCLA)
website, which was defaced by him in July 2011. This date is the unofficial starting point of all
SEA activities.

According to our analysis, the following person used various nicknames comingled with his
name - The Pr0O, Sager Syria, Sy Team and al3rab. The last one is also associated with Arab
Attack and Syrian Arab Army, which will be used in some of the projects by the SEA, which
points to some collaboration between several groups.
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Ne Contact Information

1 | WEB-site http://about.me/Th3Pr0
http://th3pro.pro

2 | Twitter http://twitter.com/Th3Pro_SEA

https://twitter.com/ThePro Sy
https://twitter.com/SEATh3Pr0

3 | LinkedIn http://www.linkedin.com/pub/th3pr0-sea/*

4 | Google Plus | https://plus.google.com/116471187595315237633/posts
5 | Flickr http://www.flickr.com/photos/th3pr0/

6 | Foursquare http://foursquare.com/user/29524714

7 | Emails syrian.es.sy@gmail.com

syrianessy@gmail.com
sea.wr4th@gmail.com
th3pr0123@gmail.com
prO@hotmail.nl

It is important to note that “The Pro” unknowingly and carelessly mentioned on his Google Plus
page that he worked at the Syrian Electronic Army.

Syrian Pro

Worked at Syrian Electronic Army

51 have him in circles

In one of his videos he disclosed several other e-mails, such as:

sy@hotmail.com;

- sy34@msn.com (“Alammer Naser”);
killerboy-1994@hotmail.com (“Ahmad”);
jl0@hotmail.com;

2 hitp://webcache.googleusercontent.com/search?g=cache:ZcyZ 5Up420J:www.linkedin.com/pub/th3pr0-
seal/73/819/271+&cd=1&hl=en&ct=clnk&qgl=ru



http://about.me/Th3Pr0
http://th3pro.pro/
http://twitter.com/Th3Pro_SEA
https://twitter.com/ThePro_Sy
https://twitter.com/SEATh3Pr0
http://www.linkedin.com/pub/th3pr0-sea/
https://plus.google.com/116471187595315237633/posts
http://www.flickr.com/photos/th3pr0/
http://foursquare.com/user/29524714
mailto:syrian.es.sy@gmail.com
mailto:syrianessy@gmail.com
mailto:sea.wr4th@gmail.com
mailto:th3pr0123@gmail.com
mailto:pr0@hotmail.nl
mailto:sy@hotmail.com
mailto:sy34@msn.com
mailto:killerboy-1994@hotmail.com
mailto:jl0@hotmail.com
http://webcache.googleusercontent.com/search?q=cache:ZcyZ_5Up420J:www.linkedin.com/pub/th3pr0-sea/73/819/271+&cd=1&hl=en&ct=clnk&gl=ru
http://webcache.googleusercontent.com/search?q=cache:ZcyZ_5Up420J:www.linkedin.com/pub/th3pr0-sea/73/819/271+&cd=1&hl=en&ct=clnk&gl=ru

- cf3@hotmail.com (“koteba”)
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« || @ thepro | [ Desktop ||Files

Location:
Places Name
=R ) sy@hotmail.com
&) Desktop

J sy34@msn.com
] File System

[ subtitleworkshop251
=) 64 GBFilesyst

_J New Volume

2 siic

[ Shell's And Tools
1 New Volume

Jsc
J 29 GBFilesyst
’ £ Rubbish
1 798 MB Filesy y
3 ramez
.J 53 GBFilesyst »
) gsrli
& Documents (2 Proxy Script
& Music )
@ Pictures 3 killerboy-1994@hotmail.com
& Videos

CJ jlo@hotmail.com

& Downloads ) hadiyas6@hotmail.com

& 574y 0u7 ) hto@hotmail.it

O Index’s J error1

) Downloads £ Desktop

- () Cpanel Brute force - Soqor.net - MOt4z Q
& Music J conv

. e £ cF3@hotmail.com

& vivo

"] CaptureWizPro.v4.40.Portable

4 Size

Modified

05/13/2011 |

05/13/2011
05/13/2011
05/13/2011
05/05/2011
05/13/2011
05/13/2011
05/05/2011
05/05/2011
05/13/2011

05/05/2011
05/13/2011
05/13/2011
05/13/2011
05/05/2011
05/05/2011
05/13/2011
05/05/2011
05/05/2011
05/13/2011

The above e-mails will be used within the SEA by several team members in order to cloud their

profiles.

“SyRiAn_34G13”

For example, with “sy34@msn.com” we will see this email in early defacements by

“The Pro” and so called “SyRiAn_34G13" (leet-speak for Syrian Eagle).

[T Wadied By Yhe

we o b

T Ay Ayl JIS e il e g B8 Cualeadd) Gy R plagd lag

-

WWWALS)TTEVnewWs. (om

NN 2 (GRS i

2:06/2:35

e | A SN 5 ped nd |

3)4\,41\}\.;)—6:!\.&:’

cennees Al g ged) L adl Ulia 3 0 g Bl Chea g Bl ASdS a5l Sy e
. - Syrian Electronic Soldiers | Page : 52
~

Sy34EMsn.Com

T USAT T TR PN T T Opral


mailto:cf3@hotmail.com
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The e-mail was registered on “Alammer Nasser”, as well as Skype account “sy34-sy34” with
“Naser” in details were linked with it. A bit later, a Romanian Security Team discloses the profile
details of “SyRiAn_34G13” from their own community:

BONUS from the staff: After hunting for his "sy34@msn.com" e-mail in the grep pile, this turned up:

(507395, 'SyRiAn_34G13', 'd897913c95e0ac5d439c219db363fas?', "VaqygBQH4',
"FYkfPgMZnuFDYFOKWAVDWMIvegx 7 7HiyB1BgGHpblWuYal', 'sy34@msn.com', 26, 0, 0.00, NULL,
MULL, MULL, 2, MULL, 0, MULL, 1286748398, 1295553662, 1295406585, 1289771038, MULL, 0, NULL,
MULL, NULL, '3-4-1991", 'all', NULL, NULL, 1, 0, 0, 0, 1, 0, 0, 'linear’, 1, 1, 1, 1, 0, 0, O, NULL, MULL, -5,
0, 2, MULL, NMULL, 0, 0, 0, 0, NULL, '1**Inbox%%:%:%2**Sent Ttems$%2e$3 ™ *Drafts$26%%4™ * Trash
Can', NULL, 0, 0, 0, '82.137.200.5', '82.137.200.5', 1384761349, 1384761349, NULL, 16171,1, 2, 0, 0,
0,0,0,0,0,0,0,0,0,3,0, NULL)

View Profile: SyRiAn_34G13 - Romanian Security Team
ratforums. com

SyRiAn_34G13 is a Registered user in the Romanian Security Team. View
SyRiAn_34G13's profile.

Published IP address will refer to Halab in Aleppo, the largest city in Syria and serves as the
capital of Aleppo Governorate, the most populous Syrian governorate. It is located in
northwestern Syria 310 kilometers from Damascus.

IP Address 82.137.200.5

Location === SYRIAN ARAB REPUBLIC, HALAB, ALEPPO

Latitude & Longitude | 36.201240, 37.161170 (36°12'4N 37°9'40E)

Connection SYRIAN TELECOMMUNICATIONS ESTABLISHMENT
Local Time 10 Mar, 2014 12:30 PM (UTC +02:00)
Domain STE.GOV.SY

Net Speed (COMP) Company/T1
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The Pro will release three more nicknames associated with his hacking activities.
SyRiAn Sh3ll V7° - http://pastebin.com/0X98Xuy0
# Coders :
4

# SYRiIAn_34G13 : sy34@msn.com [ Main Coder ] .

# SYRIAn_SnlpEr : zq9@hotmail.it [ Metasploit RC ] .

# Darkness Caesar : doom.caesar@gmail.com [ Finding
3 Bugs].

#// kinG oF coNTroL : y8p@hotmail.com [ Translating
Shell To Arabic] .

Syrian H:ckers Team

" A

SyRiAn GhOsST & SyRiAn SnIpEr

iSe@Hotmail .Com & 2q9@Hotmail.iT

This is a new gang which will become a part of the SEA, adding two three members — “Syrian

GhOst”, “Syrian_Sniper” and “Darkness Caesar”.
was a member of so called “Team-SQL"".

3 http://packetstormsecurity.com/files/author/9015/

Before the SEA and Syrian Hackers Team, he

4 webcache.googleusercontent.com/search?q=cache:bOxUh4k-
ISVYJ:WWW.allmudugnews.com/index.php+&cd:1&hI:en&ct:clnk&glzru

http://webcache.googleusercontent.com/search?g=cache:GDo7LeC7JaEJ:americandigest.org/archives/+

&cd=2&hl=en&ct=clnk&qgl=ru



http://pastebin.com/0X98Xuy0
http://packetstormsecurity.com/files/author/9015/
http://webcache.googleusercontent.com/search?q=cache:GDo7LeC7JaEJ:americandigest.org/archives/+&cd=2&hl=en&ct=clnk&gl=ru
http://webcache.googleusercontent.com/search?q=cache:GDo7LeC7JaEJ:americandigest.org/archives/+&cd=2&hl=en&ct=clnk&gl=ru
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Palestine Terrorist
Mahmoud SQL

SQL@Live.se
You Got Owned By Team SQL
There Is No Mercy In This Life
‘When Children Killed Every Day In Palestine Then No Mercy
‘We Have No Mercy 2 Now After See This Things
Jihad for the sake of Allah Even In Internet world
‘We Have To Kill 2 But By Other Way Because We Are Not Animals
I'Will Back H3r3 Soon To Your System Again
Your System Has Been Bypassed Now
Make Your Security Sure Next Time

# Then Wait Me To Hack Your System Again

Special Great For My Team
Team SQL
Ar. Sohayl
AMr. Danger
INT HACKER

L
w o W

# Title: Joomla Component com_radio SQL injection vulnerability
# Date: 27-4-2010

# Author: Mahmoud SQL

# Tested on: Linux

# Email : SQL][at]Live[dot]Se

HHHH#HH HH##RHE #

# # # #

# Mahmoud # # #

HHHH#HH # # #

S # #Q # # L

# # # #

i R HERBH
#
#

Dork : inurl:index.php?option=com_radio

Exploit :/index.php?option=com_radio&task=exibi_descricao&id=-
289+uNiOn+SeLeCt+1,2,3,group_concat(login,0x3e,password,0x3e,email),5,6,7,8+from+chat_
user--

My Hom3 : www.team-sql.com/cc

Special Thanks For SyRiAn 34G13

Greats For : Team SQL [Mr SohayL ~ Mr Danger ~SyRiAn 34G13 ~ Tnt HACKER ] My Team &
My Brothers

& Every Member In our Website & Net Own3r & Ma3sTr0-Dz & SHNKOOH & Harth
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| [www.arhack.net] & GoLdeN-z3r0 [www.sec-center]

Besides “Team SQL” and “Syrian Hackers Team”, some roots of the future SEA will be detected
in so called “Sy Team” in one of the very old videos®. Another interesting fact is an e-mail
cf3@hotmail.com from Th3Pr0 hard-drive will point at Mr.MooN.

HaCKkEd By Sy-Team

MR.MOON

4

' ‘ Mare -

Skype Name mrmoon30
Location Syria
Mr.VeNuS
iji@Hotmail.com
Mr.MooN -
Rgl@Hotmail.com Add contact
Ne Contact Information
1 | E-mall rgl@hotmail.com
cf3@hotmail.com
2 | Facebook https://www.facebook.com/syria.sec
3 | Skype syria.sec
koteba63

Together they will create their own underground hacking community for Syrian hackers which
will be named “Security Syria” - http://www.sy-team.com/cc/index.php

® http://www.youtube.com/watch?v=q80G5U47xVc&list=PL980BB3F7B74B349B



mailto:cf3@hotmail.com
mailto:rg1@hotmail.com
mailto:cf3@hotmail.com
https://www.facebook.com/syria.sec
http://www.sy-team.com/cc/index.php
http://www.youtube.com/watch?v=q8oG5U47xVc&list=PL980BB3F7B74B349B
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On March 12, 2014 the SEA website will move to another hosting ISP and will update own
content, especially on the SEA team. “SyRiAn_34G13” will be named as Official Email Manager,
“Young Syrian man who loved the SEA work and joined it, now he manages the official email of
the SEA”, as announced on their website.
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Through several of his emails he will reveal one new Syrian IP addresses:

IP Address 94.252.249.94

Location === SYRIAN ARAB REPUBLIC, DIMASHQ, DAMASCUS
Latitude & Longitude | 33.510200, 36.291280 (33°30'37N 36°17'29E)
Connection SYRIATEL MOBILE TELECOM

Local Time 10 Mar, 2014 06:35 PM (UTC +02:00)

Domain SYRIATEL.COM.SY

Net Speed (DSL) Broadband/Cable

IDD & Area Code (963) 011

ZIP Code -

Weather Station DAMASCUS (SYXX0004)

Right after this leak “SyRiAn_34G13” will disappear from any press, social media and SEA
related websites.

This fact helped to define that his identity is very important in the whole structure of SEA. In the
leaked database from SEA there were also found several profiles with the same status field
‘realmann”, registered as the first 5 users:

- Admin2 (sy34@msn.com);

- Test (sy34@msn.com);

- 31 (wassemkortab@yahoo.com);

- ckjacketsthe (sf0725zg0330@dressmall.com) — two times;
- Adam MaqdiSsi (adam.magdissi@hotmail.com).

URL: http://pastebin.com/XScJzyRE
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LOCK TABLES “users™ WRITE;

/¥148888 ALTER TABLE "“users” DISABLE KEYS */;

INSERT INTO “users™ VALUES

(1,'admin', 'eafab3af77996168577b434eBdBadf7+", 'admin', 'male "', '2812-12-
12','syria’, 'b6fghotmail.es',"',"","'", '"Ipg'),

(4,'admin2', '31FdB156282838c37a5d8c7 445270884 ", 'pealmanm’ , 'male ', 'B28E-88-
ga','", 'sy34@msn.com', "', ", 'not_published',"' "),

(18, 'test','31fd@156282838c37a5d8c7 4457884, 'realmanm' , 'male’ , ' ©080-88-

ga',"'", 'sy34@msn.com',"' "', ", 'not_published',"'"),

(19,'31", " piwyFdB156202538c37a5d3c7F44527854 ", 'realmanm' , 'male ', ' B260-88-

ga','", 'wassemkortab@yahoo.com','"',"", 'not_published',"'"),

(3,'ThePro', '33d5cbch755¢c127cc7251932d8ecB3dl ", 1", 'male", '@E0E-28-

8a', 'Syria', 'admin@thepro.sy',"'"',"'", 'not_published', 'jpg'l,

(21, 'ckjacketsthe', 'f35364bcBBBbAT7I853de5ale34307159 ", 'superl3’, 'male', '0B88-88-
ga',' ", 'sfB725zq@338@dresssmall.com', "', ", 'not_published','"'),

(22, 'ckjacketsthe', '31FfdB15628283@8c37a5d8c7F44527884 ', 'realmanm' , 'male', '0888-88-
ga','", 'sfe725zq@338@dresssmall.com', "', ", 'not_published',' "),

(23, 'Adam MagdiSsi','31fd@156282838c37a0dBc7 44527884 ", 'realmanm’, 'male’, '©000-00-
ga','", 'Adam.Magdissi@Hotmail.Com', "', ", 'not_published','"),

(24, 'Adam MagdiSsi','31fd8155282838c37a5d8c7f445e7884 ", 'realmanm’ , 'male’, 'BB88-68-
ga','", 'Adam.Maqdissi@Hotmail.Com', "', "' ", 'not_published','"),

It means that the same person or a team tried to test web-application using different accounts
placing quite similar details.

(1, 'sy34@msn.com', " 'realman','2812-86-22 15:85:18'),
(4,'sy34@msn.com', 'realman', '2812-86-22 15:85:35'),

(18, 'sy3d@msn.com', 'realman’, '2812-86-22 15:85:46'),

(19, 'wassemkortab@yahoo.com', ' 2889929, '20812-86-22 15:85:57"'),

(3, 'admin@thepro.sy', 'theprodever', '2812-86-22 15:86:89'),

(22, 'sFB725zq8338@dresssmall.com’, 'superl23', '2812-86-22 15:86:38'),
(23, 'Adam.MagqdiSsi@Hotmail.Com', '7777777", '2812-B5-22 15:@87:82'),
{24, 'Adam.MaqdiSsigHotmail.Com', ' 7777777, '2812-856-22 15:87:24'),

Using Facebook password recovery on this e-mail - wassemkortab@yahoo.com, was found a
profile. The received information pointed to http://facebook.com/wassemkortab.
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Email or Phone

fac e b o ok wassemkortzb@yahoo.com

a

Reset Your Password

How would you like to reset your password?

# Use my Yahoo! account
Log into Yahoo! (if you aren't slready) to quickhy resst your -
password,
o5
® [ Email me a link to reset my password F':::“l:fs#" 2
wassemkortab@yzhoo.com e

Mot You?
HTMmeaondehrEetmvpassmrd
+

xxxxxxxxxx c7

Mo lenger have access to these? m

Adam Magqdissi has a profile on Facebook - https://www.facebook.com/Ash2R/about with a link
to the old website of SEA — http://syrian-es.org.

J- Adam MaqdiSsi

Timeline About Photos Friends More «

. About

To see what he shares with friends, send him a friend request.

Work and education Places Lived
E Syrian Arab Army | | S,9wl Svysll gaasdl
Damascus, Syria
"’ ) ‘”’"'9" Mazzah, Dimashaq, Syria
Jordsn | Current location
Family

Yordan | Ho

""‘"9‘ g Damascus, Syria
Sandra ometoven

Basic Information

14 February 1952

Male

Engaged

Arabic, Engiish, Francass, ltaian, German, Spanish,
French and French

Contact Information

Google Profile (https://plus.google.com/101992324227017134298/about) also points to this

person referring to Employment in Syrian Electronic Army and education in Damascus
University.

Classification: IntelCrawler/For Public Release Page 19
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|

"\

Adam MaqdiSsi

Adam MaqdiSsi

|E

Subscriptions

Gender  ale

Both profiles are not supported anymore and were quite hidden from SEA.

The Pro may have been misidentified by the press, possibly confusing him with his friends — Ali
Fahra’ and another one from Syria,Habib Deeb. The first version seemed off base because of
the age issues. Ali was mentioned in the first SEA domain “syrian-es.org” as registrant name,
along with Mouhamed Shabaan, which was confirmed by WHOIS history:

SYRIAN-ES.ORG

Domain 1D:D162194543-LROR

Domain Name:SYRIAN-ES.ORG

Created On:05-May-2011 05:09:33 UTC

Last Updated On:12-Nov-2012 11:55:37 UTC
Expiration Date:05-May-2013 05:09:33 UTC
Sponsoring Registrar:Network Solutions, LLC (R63-LROR)
Status:CLIENT TRANSFER PROHIBITED
Registrant 1D:52904778-NSIV

Registrant Name:Ali Farha

Registrant Organization:Ali Farha

Registrant Streetl:ATTN insert domain name here
Registrant Street2:care of Network Solutions
Registrant Street3:PO Box 459

Registrant City:Drums

Registrant State/Province:PA

Registrant Postal Code:18222

Registrant Country:US

Registrant Phone:+1.5707088780

Registrant Phone Ext.:

Registrant FAX:

Registrant FAX Ext.:

Registrant Email:c37pr3ny5tt@networksolutionsprivateregistration.com
Admin 1D:53094902-NSIV

Admin Name:Mouhamed Shabaan

Admin Organization:Mouhamed Shabaan

’ http://pastebin.com/GcPVz4S4
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Admin Streetl:ATTN insert domain name here
Admin Street2:care of Network Solutions
Admin Street3:PO Box 459

Admin City:Drums

Admin State/Province:PA

Admin Postal Code:18222

Admin Country:US

Later his identity will be covered using sanitized name “Syrian ES” and contact e-mail

“sea.the.shadow@gmail.com” which refers to member of SEA — “Shadow”.

SYRIAN-ES.ORG

Domain Name:SYRIAN-ES.ORG

Created On:05-May-2011 05:09:33 UTC
Last Updated On:21-Mar-2013 06:21:10 UTC
Expiration Date:05-May-2013 05:09:33 UTC
Sponsoring Registrar:Network Solutions, LLC (R63-LROR)
Status:CLIENT TRANSFER PROHIBITED
Registrant 1D:53557724-NS|

Registrant Name:Syrian ES

Registrant Streetl:Damascus

Registrant Street2:

Registrant Street3:

Registrant City:Damascus

Registrant State/Province:

Registrant Postal Code:963

Registrant Country:SY

Registrant Phone:+963.0119955

Registrant Phone Ext.:

Registrant FAX:

Registrant FAX Ext.:

Registrant Email:sea.the.shadow@gmail.com
Admin ID:53557724-NSlI

Admin Name:Syrian ES

Admin Streetl:Damascus

Admin Street2:

Admin Street3:

Admin City:Damascus

Admin State/Province:

Admin Postal Code:963

Admin Country:SY

Admin Phone:+963.0119955

Admin Phone Ext.:

Admin FAX:

Admin FAX Ext.:

Admin Email:sea.the.shadow@gmail.com

Ali Farha is pretty well connected with the SEA in social networks and has pretty similar content
of their ideology in his Twitter account and could act as a system administrator.
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”"‘ 6 apysein
Seanana Y - % 3“1
P - ¢ g ".,' '
. —a
Jim Alexander Hatem
Walker Farhz Desb
ST R—— NS -
g o & E \“%:::\'
;S;ti:nn: to e Q S et \ﬁ%
| = Sea Zain Sea
The-Shadow Dezb The-Sou
Ne Contact Information
1 | VK http://vk.com/id223151924
2 | Twitter https://twitter.com/ali farha
3 | Facebook https://www.facebook.com/Ally.farha
4 | About.me http://about.me/Ali.Farha
5 | Google Plus https://plus.google.com/111097291456761184036/about

The second will be denied by “The Pro” in the press, explaining that it is his friend, but not him,
and he doesn't want his name to be mentioned as an SEA member.

Another version will name Ammara Reda’ as “The Pro” in the press and seems to be wrong
once again, but it will uncover an interesting fact. Reda is from Morocco, from where “The Pro”
apparently is too. He is working for a Moroccan penetration testing company known as
“Sysmox”.

For some time, this company will have a direct link on the SEA and ViktOr websites, as well as
“The Pro” will create a mutual link'® on them too:

8 https://plus.google.com/118380274973539505251/posts

® http://pastebin.com/YFSEatWé

19 hitp://webcache.googleusercontent.com/search?g=cache:Oxlo-
FP150I1J:urlfind.org/?site%3Dblog.thepro.sy+&cd=10&hl=en&ct=clnk&gl=ru
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ntop: /S mgg¢h3m05y Check this site now!

Site: http://blog.thepro.=sy

Server: Apache

Generator: WordPress 3.4.2
XPowered by: W3 Total Cache/0.9.2.4
Hosted at: Host not found

IP Address: 31.170.182.73

blog.thepro.sy URL and Link Analysis

blog.thepro.sy ———————=- > http:/fworldmathaba.net/
Links to
https://twitter.com/thipr
http: f/facebook. com/

http: /e thepro.

http: nt.thepro.

htetp:// 1t . thepro.
thepro.sv/v

http://c

Sysmox Twitter and Facebook will cover the SEA activities with rather remarkable speed. For
example, right after Aljazeera will be hacked by The Pro*! - 2012-01-29 20:40:32 Sysmox will
publish it right after 9 minutes in own blog - http://sysmox.com/blog/hacked/syria-hackers-take-
down-al-jazeera-english-website - 2012-01-29 20:49:00.

“The Shadow”

The second main nickname which was very visible on most of the defacements is “Shadow”.

THE SHAD@W

Galld b b o - . e -

This person was involved in the first correlation between the SEA and some other hackers. For
example, http://aaddejong.nl/r.ntm was defaced by Iranian hacker Reza_000, and then by the
Syrian Electronic Army.

M http://zone-h.com/mirror/id/16809132
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Ne | Contact Information

1 | Twitter https://twitter.com/3144 7
https://twitter.com/Th3ShadOw SEA

2 | Email b-6f@hotmail.com
b6f@hotmail.es
sea.the.shadow@gmail.com

> SEA The Shadow ,—

\ @Thashadow_SEA [ /7
Leafer in Sr{Hrl B - \iva Syria ---

“Reza_000" reported and uploaded screenshots of the affected websites to zone-h.org, an
online archive of defaced websites, on May 13, 2011. As of June 25, 2011 Reza 000 had
reported a total of 945 defaced websites, of which 773 were mass defacements, since
December 11, 2010.

The fact that these pages were defaced by both an Iranian entity and the SEA may indicate
some kind of collaboration. The Shadow also left a link to the Arabic underground hacking forum
http://www.aljyyosh.com .
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Correlation between «Reza» (Iranian Hackers) and «The ShadOw» (SEA)

2010 2011

This Site Is Owned By Reza Ool

HaCkEd ThE ShAdOw

a L5,553S1Y The Shadow LSS plas Slas 59,35V (sl
Hackers O )
1S eail s s 1 @351 a3
Down With -->> Israel <<--

Laioln alll dysus

e

sorry Admin,Here Not Safe!

E-Mail:R324.000[AT]Gmail.Com

Wil not deter us frome Americs smd Isrec] and its allics to achicve our demands, with car lender Bashar|
Ve now fuce 2 new kind of Nud seppoct ibelf the Cosacll of the now Ruich ) and its president, i
Dlsck skin, we G0 Dot want your humanity
Wi harve siresdy seen b= et
VYoo de not now that America s exporting terreciun Lo the world
ook sresad you, people
America and lsracl kil the childres of Iraq and the children of Palestine
And says It s concerned with the Syriam people??T
This Is funny
We spitefil to Americs for a day and must be ditated and dissppenr and we are waltiog for this d

Following a specific signature, the Syrian Arab Army demonstrates a correlation between SEA
and so called Arab Attack hacker and by the similar logo used in attacks on Israeli websites,
which then had the signature “Hacked by SEA”.
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HaCkEd By ArabAttack

ArabAttack dauly, 3, 31zl ¢

G gl bl o)

LSl oy 1S5 312N 6

5905 3 gus o, Yl 0da O 1,805

[ HaClkeD Oy ArabAttack ]

In some hacks there was also a detected signature “Arab Attack” under the Brigade of the
Syrian Electronic Army to commemorate the Naksa Day.

On June 12, 2011, the SEA claimed responsibility for compromising two more Israeli websites
and said these targets were chosen as part of an operation to cleanse up the web from Israeli
websites that promote hatred towards the Palestinian people. These and previous facts are
pointing at multi-national linkage of the SEA with the Arabian World, Palestine, and Iran.

In June 2011 there was also detected a defacement page with quite specific Alliance of
Palestine, Syria, Egypt, Yemen, and Lebanon hackers, and a banner that read Third Palestinian
Intifada. According to IntelCrawler, these people will form a core for the future of the SEA.
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“Shadow” mentions current powers in the SEA, including Iranian hackers:

PrO shadOw 2144 7 Mar @
Hacker breaches Johns Hopkins University website

ghackingnews.com/2U14/Ua/nacker

Pr0 shadOw 2144 7 Mar 8
1:5yrian Electronic Army
2:lranian hackers
J:Palestine hackers

4 Team madLeets
S:Anonymous hackers
G:chiness hackers

Using operatives, an e-mail from “Meho Faba” contains a specific encrypted attachment looking
like steganography which was forwarded to the SEA and various embassies of Iran.

Original Message
Subject: Fwd: _d
Date: Wed, 18 Sep 2013 04:03:44 -0500
From: Meho Faha <meho5566@gmail. com=
To: sea official

Forwarded message
From: Meho Faba <meho5566@gmail.com=

Date: Wed, Jan 11, 2012 at 5:52 PM

Subject: gl

To: iranemb@emirates net ae, iranembassy ankara@hotmail.com, amari@simicro.mg, embajairanve@cantv.net,
embirigr@aatar.net ga, 1351@mfa.gov.ir, ir_ emb@im.net my, iranembmex@attglobal.net, irembassy-rivadh@mfa. gowv.ir,
irancghk@netvigator.com, iran.embassy@zg hinet hr

“‘Meho Faba” as outlined at Google Profile, has absolutely the identical encrypted pictures
uploaded to one of the albums.
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Meho Faba | ®

Join taH with Meho F

Meho's albums  viewail
Albums are visible only to people they've been shared with.

.I
t"q
g s -
Photos from posts Profile photos

Photos of Meho

There are no photos of Meho. Upload a photo of Meho and tag them now!

It seems to be that it was one of the secure covert channels to transfer information between
specific contacts close to the SEA.

€« C' | & https://plus.google.com/photos

+You Search Images Mail Drive Calendar Sites Groups Contacts More ~

Google+ =

Jom Googler  Share the right things with just the right people.

e Profile » Meho Faba's profile Albums Photos of

,,.

Photos from posts
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Right after the SEA resources will be hacked by Anonymous, the leak will also explain the links
between several of contacts of SEA key members, including “The Shadow”:

URL: http://archive.is/dPIs6#selection-9.7810-9.7814

LOCK TABLES “users  WRITE;

/*140000 ALTER TABLE ‘users DISABLE KEYS */;

INSERT INTO ‘users  VALUES

(1, 'admin', 'eafab3af77996160577b434e0doadf7f"', 'admin', 'male', '2012-12-
12','syria', 'b6f@hotmail.es','', "', "', "Jpg"),

(4, 'admin2', '31£d0156202830c37a5d8c7£445e7084"', 'realmanm', 'male', '0000-00-
oo',''",'sy34@msn.com','','"', 'not published',''),

(18, "test"', '31£d0156202830c37a5d8c7£445e7084"', 'realmanm', 'male', '0000-00-
00','','sy34@msn.com','', "', 'not published',''),

(19, "paws', '31£d0156202830c37a5d8¢c7£445e7084", 'realmanm', 'male’', '0000-00-
00','', 'wassemkortab@yahoo.com','', "', 'not published',''),

(3, '"ThePro', '33d5cbc6755¢c127¢cc7251932d0ec03d1','1l"', 'male', '0000-00~-
00','Syria', 'admin@thepro.sy','','', 'not published', 'jpg"'),

(46, 'The

Shadow', 'ae653896176d10c9%be6e58feceb07505"', '123qwel23gwe', 'male', '0000-00-
00','syria', 'b-6f@hotmail.com','',"'"', 'not published',''"),

(47, 'ailaemead

ailsyria', '2cfcb659ce80505c6b614182c77c58e7"', "hkrsyriald789"', 'male', '0000-00-
00','', '"hkrsyria00O@hotmail.com',"'',"'", 'not published',''),

(48, "uw>1","'81a71d15e0e7£88eab5ad63522¢c9115e"', 'algerie', 'male', '0000-00-
00','"'",'videocam@live.fr','',"'"', 'not published',''),

(49, 'SYrain

EAgje', '92balal20b3210el180felelea83£f9f44"', 'abcdef Stoy', 'male', '0000-00-
00','','s.syrianeagle@hotmail.com',"'',"'', 'not published','"'),

(50, 'é&ud 111992, '0a7¢32£60b341995170b6921e0cba2lda’, '1992011"', 'male', '0000-00~-
00','",'alil9921953Rhotmail.com', "', '", 'not published','"),

(51, '"ThE SyRIaN

EaGle', '0£5£92e30ec593b0e%9%9add3dcaaflead"', 'abl2cd34 ef567', 'male', '1995-01-
03','aleppo', 'zd.hammodah@hotmail.com','',"'"', 'not published','"'),

Having very similar e-mails “b6f@hotmail.es” and “b-6f@hotmail.com” it becomes clear that the
“The Shadow” was one of administrators of the SEA resources. Two Skype accounts will refer
to “b-6f@hotmail.com”:

- Sea.shadow3 (Anderson, USA);
- The.shadow21 (Homs, Syria).

This e-mail will also disclose the links of “The Shadow” with hackers from Yemen, Saudi Arabia
and Palestine within the hacking crew called “Aliyyosh Team”: lightspringspilates.com (deface).
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i 7a6usr Aljyyosh Team

d,
€kcaH !?Hi Admin , Where is your security

!Security was created to be hacked

HaCkEd By Aljyyosh TeaM

— — _ —

Bg_“hotmail.com asdelylord © hotmail .com i-8u® hotmail .com b-8g = hotmail.com

Ne | Bad Actor Contact Country

1 | Black.Jaguar bg @hotmail.com Yemen

2 | Adsdely-Scorpion asdelylord@hotmail.com Palestine

3 | She!! Access i-Bu@hotmail.com Palestine

4 | Mr.Snake b-8g@hotmail.com Saudi Arabia
5 | The Shadow b-6f@hotmail.com Syria

The group was founded around May 16™ 2013, which explains that possibly “The Shadow” was
engaged by the older SEA.
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This newer hacking team has very close relations to Iraq and links with so called “Iraq Cyber
Army”, which looks very similar to “Syrian Electronic Army”.

https://www.facebook.com/AljyyoshTeam

https://www.facebook.com/IragCyberArmy

Aljyyosh Tea

wopll 55l psal Bl yaall o B pisd Sl sl aalay, gl L

rvs.2ljyyposh.comfvhb

About - Suggest an Edit

Post ra| Photo [ Video

Mrite sormething on Aliyyosh Team's Page
m Aljyyosh Team
Like 3=

ZlraqCyberarmy
https://www.facebook.comfIragCyberarmy

IRAQ Cyber Army
RAQ @@

Community: 134 like this

Like - Comment - Shars

£ & people like this. Top Comments -

- IRAQ Cyber Army shared z link.

Hacked :V

web sites

sex and isra
IRAQ Cyber Army

Fira berArmy

3=,

\:&'"A N
IRAQCYSER ARMY

: HACKED BY ICA :
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The commonality of the attacks is also similar to the SEA — the US and Israel.

Wﬂd— [ st sccoums tmner
s

IntelCrawler™

=
| I 2B+ & X . IRAQ Cyber Army

One of the detected posts'? of selling of 1 000 US hacked dedicated servers in various States,
including California and Oregon, disclosed the real IP address of one of the leaders, confirming
their physical location in Iraq:

IP Address

5.149.101.187

Location

T
== |[RAQ, BAGHDAD, BAGHDAD

Latitude & Longitude

33.340580, 44.400880 (33°20'26N 44°24'3E)

Connection PURE LINE CO. FOR TELECOMMUNICATIONS & INTERNET LTD.
Local Time 10 Mar, 2014 03:40 PM (UTC +03:00)

Domain PLCIQ.COM

Net Speed (DSL) Broadband/Cable

IDD & Area Code

(964) 0770

Such close affiliation explains the ranges of attacks by the SEA as they could be done with the
help of other hackers from Eastern countries hired by the SEA or using shared resources. The

12

https://www.facebook.com/IragCyberArmy/photos/a.479670008820300.1073741827.479172488870052/5
16109325176368/?type=1&theater
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possible linkage here shows that ideological “Electronic Armies”, when successfully organized
for hacktivision, may escalate to other motives and receive state sponsored support for various
cyber intelligence and espionage operations.

“Tiger”

“Tiger” is one of the more stealth and hidden members of the SEA.

Ne | Contact Information
1 | Google Plus https://plus.google.com/116330048991143322272/about
2 | Gmall tiger.tiger248@gmail.com
3 | Skype tiger.white20

His Skype location will point to Tartus. After the Reuters hack, he will release the following post

on The Verge: “It's the one army that | feel I'm more productive than™3.

On Thursday July 5, 2012, WikiLeaks began publishing the Syria Files — more than two million
emails from Syrian political figures, ministries and associated companies, dating from August
2006 to March 2012.

This extraordinary data set derives from 680 Syria-related entities or domain names, including
those of the Ministries of Presidential Affairs, Foreign Affairs, Finance, Information, Transport
and Culture.

Email-

D 2101305

Date 2011-04-16 09:13:09

From gk005@hotmail com

imfarhat@gmail com, br280@mail sy, : : _ n kabibo(@mopa.gov. sy,
To raghadmahi@yahoo com, ibrahimmousawi@gmail com, reem haddad@gmail com,
ghassanshamil@hotmail.com, sdc@net sy, gassanabdellah@yahoo.com

G.KANDIL

* Thomson Reuters Twitter account flooded with pro-Assad cartoons in Syrian Electronic Army hack -
http://www.theverge.com/2013/7/29/4569776/thomson-reuters-twitter-account-hacked-syrian-electronic-
army#175725745
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Email-
ID

2071072
Date 2011-07-13 11:34:00
From ak005@hotmail.com

minister@mol gov.sy,

buthainak1@hotmail.co.uk

0096112366969 - «ia i
00961-3-535371" 512 Lila

Attached Files
# Filename

323583 323583 _oluls Lo oo ple smse doc

To mfsamaha33@hotmail com, ibrahimmousawi@gmail com,

abdulrahimad@yahoo.com,
mafif2@hotmail com,

Size

47 5KiB

One of published e-mails from gkO0O5@hotmail.com will be sent to several e-mails, including

Tiger and contacts in MOI of Syria and Ministry of Presidential Affairs (mopa.gov.sy). Does it
mean that a member of the SEA has some type of relationship to government entities of Syria?

Both e-mails were sent from Ghaleb Kandil, a Lebanese journalist, discussing in press and TV

some anti-US topics.

MEMRI--TV

that are consistent with US control
and with American political propaganda.
Qndl  pasial ol pasag e iy plalall o padol plales |
R am——

2:00

(o=l G el = IS g€ EI R €N e[| U.S. Founded by Criminals ...

MEMRITVVideos - 1267 sugeo
MEMRI 1361
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Ne | Contact Information
1 | Twitter https://twitter.com/ghalebkandil
2 | Gmall gk005@hotmail.com
3 | Skype ghaleb.kandil
4 | Facebook https://www.facebook.com/gkandil

It may also possibly explain why the interview of the SEA was done on Lebanon TV channel Al
Mayadeen (Arabic: cxall; English: The Squares), which is a pan-Arabist satellite television
channel launched on June 11, 2012 in Lebanon.

almayadeen.net
2013« Abgana bganll gran

Interview With The Syrian Electronic Army

SyrianGirlpartisan - 77 eugeo 9 521

Another contact in copy - lbrahim Mousawi (also spelled Moussawi, EI-Moussaouli, ar: « ), 2
s s« 1) may be a Lebanese journalist and Hezbollah media relations officer. Why is a possible
SEA member linked via email with a possible Hezbollah member?

One new Lebanese contact seems to have appeared in the copy —
“Mfsamaha33@hotmail.com”, possibly related to Michel Samaha (aka Mishal Fuad Samahah

Classification: IntelCrawler/For Public Release Page 36
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and Saadah Al Naib Mishal Fuad Samahah; born September 9, 1948) might be a former
Lebanese intelligence operative, deputy, and former minister of information and tourism.
Samabha is known for his pro-Assad regime views. and is described as silver-tongued politician.
He was one of the pro-Syrian Lebanese officials who were sanctioned in 2007 by the United
States for alleged contributing to political and economic instability in Lebanon. Subsequently
confessing to the aforementioned terrorist actively, Samaha was on 17 December 2012 listed by
the United States as a global terrorist under section 1(b) of Executive Order 13224.

Does it mean that “Tiger”, a SEA member was connected with Lebanon special services?

The last cc’d email address seems interesting — “Buthainakl@hotmail.co.uk” - Dr Bouthaina
Shaaban Special Advisor to President Bashar al Asad President of the Syrian Arab Republic.

A similar situation with emails in copy exists with “Mr.MooN” and the e-mail “cf3@hotmail.com”,
which was on “Th3Pr0’s” hard-drive, also found in the Syrian WikiLeaks Files along with
embassy contacts of Syria in various countries and people from the Syrian government.

Date 2011-10-03 05:34:08
From af5149@gmail.com

captjawharB8@gmail.com, eissa_alleji@yahoo.com, careerme/000@yahoo.com, dmcus@dfait-
maeci.gc.ca, dianajabbour@yahoo.com, dagher@netsy, chawki@scs-netorg, damamb@um.dk,
damascene@mail sy, damascus@embassy mzv.cz, churbaji_hashem@hotmail.com, camiranex-

S2@hotmail.com, centrali@alalmiah-ex.com, durrat-alsham@mail.sy, eden1@mail sy,
daadouche@net sy, contract@mhe. gov sy, chadan.naji@gmail.com, drihabalzarrad@hotmail.com,
dmloubani@yahoo fr, chihabi@gmail.com, dr.j.massoudi@hotmail.com, dror@scs-net.org,

eiadsyr@yahoo com, contact@cshs-syriaeu, cairoembassy@dfaie, chinaemb_sy@mfa gov.cn,
dpoison13@hotmail.com, easirl@yahoo.com, diplobel@net.sy, echilesy@scs-net.org, chrei-ah@scs-
net.org, dr abedyakan@gmail com, dawwouds@scs-net org, Damascuseca@state gov,
droubihassan@hotmail.com, cyrrhus@net. sy, classic_group@hotmail.com,
chairman@GeminiGrp net, dgam@dgam gov sy, dream_love2040@yahoo com,
chinaconsul_ax_eg@mfa.gov.cn, drengsattar@yahoo.com, dralkhalil@hotmail.com,
chihadeve@hotmail com, dunia@net sy, ecvacationsy@ureach.com, elitetour@net sy,
chamitravel@net. sy, damascusman@hotmail.com, drsabdeen@hotmail.com, eidou84@hotmail.com,
dr.h jawish@mail sy, elc top@gmail.com, Eah@mail2007.com, easirl@yahoo.com,
dakconsultant@yahoo.com,  cmlc@bes gov.sy, clare@scs-netorg,  director@lite-tech.co uk,
dlyakout@hotmail.com, dmbhali@hotmail.com, doaamisri@yahoo.com, dolle@iamm.fr,
d23@mhc . gov.sy, egypt_sbes@hotmailcom, drsamiram@hotmail.com, drsamiram@asu.edu jo,
ecosalex@yahoo.com, dralibali_1947@yahoo.com, dralib_ali@yahoo.com, Coop-fo@rd.gov.sy,
d23@mho. gov sy, dr.s saadi@hotmail.com, chouiaseif2@yahoo fr, councilhe@mbhe gov sy,
cnt@defense.tn, eghanemi(@aec.org.sy, elfadel@us.ibm.com, campbell@cubrc.org,
derradjidali@yahoo fr,  connell@nclac.uk,  Dr_kismati6@yahoo com,  dr-m-gha@scs-net org,
drm.gha@scs-netorg,  Chouia_mld@yahoo fr, damaziz@yahoofr, drnabilssharf@yahoo.com,
chabbi_chemrouk@yahoo fr, cheri-ah@scs-net org, cairo2000cairo@yahoo com, cairo-
cs@international.gc.ca, cairoparep@yahoo.com, cairope@tedata.net.eg, casanovas_x@hotmail.com,
casio@yahoo com, cassilas khall@gmail com, cat_cozma@hotmail com, catelolo88@yahoo.com,
cavalitravel3@hotmail.com, cccooo@hatmail.com, corssrigat@yahoo.com, cdicenter@hotmail.com,
cdjaroueh@yahoo.com, cellZshop@gmail.com, cellZshop@hotmail.com, cell2shop47@yahoo.com,
cellularcitycompany@gmail.com, cena saeed@gmail.com, centerf@embjapan.org.eg,
centre4444@gmail.com, cepnihasan@gmail.com, cerato.323@yahoo.com, cesalamica@gmail.com,
E’Eﬂ&_ cgfcaire@link net, cgspalejandria@mail. mae.es, ch.abou@scs-net org,
chaimahakami@hotmail.com, chakkam@gmail.com, chamecoptour@hotmail.com,
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“Soul”

A quite popular member, but seemingly not a leading member.

THE SOUL

1 | Twitter https://twitter.com/sea_the soul
2 | Email nagham_saifo@hotmail.com
3 | Skype nana.saifol
nana.saifo
4 | Google Plus https://plus.google.com/118380274973539505251/posts

After a created profile on VK.com, it seems that this profile might be a female. But the SEA
website explains that it is male in some texts. Soul’s functions were mainly targeted on graphical

design and social media support, possibly maintaining the activity of SEA in blogs, Twitter and
FB.

The Soul seems to be an original member of the SEA. She may manage the official SEA
Facebook page.

Skype Profile VK Profile

. Sea The-Soul
7 nana saifo

Sea The-Soul
. . VIVA SEA
7\ This personisn'tin your... (€ |») S
> 2aBrycra
W al Mock
Ak Y, = ssfita, Syria \ we Mocksa
\ _— B Web-site: http: /fwww.sea.sy
P
Be =
- g 4 dororpacdm
pY

=

%
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“Vikt0Or”

In the honor of this person, SEA has named one of their battalions. He is also a Member of
Special Operations Department (SOD) in Syrian Electronic Army Team.

Ne Contact Information

1 | Facebook https://www.facebook.com/SEA.VictOr.5
https://fb.com/SEA.VictOr

2 | Twitter https://twitter.com/VictOrSEA
https://twitter.com/VictOr Fans

3 | Emalil victor@thepro.sy

4 | Website http://victor.thepro.sy

In June 2012 he revealed an interesting fact about the SEA offering special membership cards
for SEA members.

ViCtir.SEA i Follow
ViCtDr_SE&

My SEA MemberShip Card : )
syrian-es.org/uploaded files...

KS e D 5 Q EJ | htkp: ffsvrian-gs,orgfuploaded_Files)idf1.png I

El Reply [ Retweet & Favorite El Mare

235 AM - 15 Jun 2012

It is not clear for the motive behind this offering, but it was well promoted through one of the first
SEA websites — Syrian-es.org**. Of note, the original name of the future of the SEA might be
“Syrian Electronic Soldiers” (Syrian-ES).

% http://web.archive.org/web/20130114222745/http://syrian-es.org/
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Syrian Electronic Army

get a membership

/oLl wish to be st

Top Reads Social Networks

In one of the posts in 2013 he has published some of the nicknames and possibly the real
people related to the SEA activities of his “Battalion”.

Tweets

. ViCtOr.SEA

v ViCtOR Battalion : )
ViVa ThePro Mohammed Othman Mohamad Shabaan Hatem
Deeb Tarik Alkoht Sea... fb.me/1CzWm70t1

-_ ™

Besides “The Pro” these names appeared:

- Mohammed Othman;
- Mohamad Shabaan;
- Hatem Deeb:;

- Tarik Alkoht.
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Most of them will be identified in the social network VK.COM (Vkontakte), linked between each
other as friends. September 2013 will create own group - http://vk.com/syrianelectronicarmy.

Ne | Name

VK Profile

1 | Abo Ziad (Tarik Alkoht)™

http://www.tarikalkoht.com/

http://vk.com/id241738508

2 | “Sea The-Soul”

http://vk.com/sea.th3.soul

3 | Hatem Deeb

http://vk.com/hatemdeeb

4 | “Sea The-Shadow”

http://vk.com/sea.theshadow

“Syrian Hawk”

One of the persons “liked” at - http://www.tarikalkoht.com/ is George Elias, having the nickname

“Syrian Hawk” (https://www.facebook.com/moony.elias).

5 Friend of Pr0 on https://plus.google.com/108581697608639774074/posts
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George Elias,

(Syrian héWk)

Timeline About Photos Friends More ¥

Do you know George?

If you know George, send him a message.

About George Elias thanged his cover photo
15 hours ago

M Hacker {term) at L,gw 1,545 and Hacker at
Syrian Malware Team

Photos ' 110

Vi ’ “ \\
ian’%:raw

Share

26 people like this.

Farah Sy

Then this person will join the Syrian Electronic Army: https://twitter.com/Hawk syr
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Hawks
@Hawk_syr

Ethical Hacker in Syrian Electronic Army (S.E.A)

http: A Syrian-es.com

-2 Yurate

TeuTbl

Hawks H: _syr- 26 wioHA 2012 1
g, | declared my withdrawal from the Syrian Electronic Army ||S.E.A|| for personal
. reasons
duds Y 5 A0 g sl Bl e il le]

For some personal reason he will withdrawal from it in 2012. It seems to be that this person
would love to develop their own beginning with the Syrian Malware Team -
https://www.facebook.com/malwareteam.gov.org.sy, which is also naming themselves as
“Syrian Hawks”. Some of their members (https://www.facebook.com/syrian.malwarel/about )
are also linked with INDIAN HACKERS.

He also seems to have some relationship to the person “Tiger” -
https://www.facebook.com/syrian.tiger.161?fref=pb&hc _location=profile _browser. One of the
possible common denominators among some SEA members is a connection to Tartus, with
some having education later in University at Damaskus.
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“Osmancode”

Mohammed Osman (Othman) or “Osmancode” is allegedly a professional WEB-master and
designer, who possibly managed all the design and WEB-applications programmed for SEA. ‘I
am a virtuoso web designer looking around for unique palettes of life. My efforts depict an
amalgamation of creativity with sheer hard work poised by my portfolio” - osmancode.com.

GitHub Explore Feotures Enterprise  Blog Sign in
bl I o +§ Follow
- Mohammed Ssnp
Repos (Abo Jad)
& wnmp . *
Timeline About Photos Friends More ¥
s .
I dannyvankooten/AltoRouter . About
Mohammed
Othman Public contributions
osmancode Follow Mohammed to get his public posts in your News Feed.
==
EE Basic Information
- Male
-
ned on May 30, 2012
 Toul ! days 0 days Contact Information
0 2 0
http:/fFacebook.comfjadssnp

A bit later, he will rename his own Facebook account to https://www.facebook.com/jadssnp
naming himself as Mohammed Ssnp (Abo Jad), living in Dimitrovgrad, Bulgaria. According to
some operative information Mohammed was possibly hired by SEA for some graphical works
and coding.

Linked[f..

Hi Th3Pr0,
I'd like to connect with you on LinkedIn.

Mehammed Osman
Web Development, Social Media, Graphic & Web Design

View Profile

sitv). Learn why we included this © 2013,
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Besides evolving and co-mingled nicknames, it seems that the structure and members of the
SEA has changed several times. They also modified their website and have added additional
resources, including social media communities and pages.

In order to bolster new power and add energy to the SEA, they started what constitutes a virtual
academy to recruit and educate sympathizers on how to use Denial of Service (DoS) software
and computer exploitation and infiltration techniques.

The group posted an announcement on Facebook seeking recruits who speak different
languages, and provided an email address for interested individuals to send details and times of
availability.

At () e g |
oy AU sy el 2y SN gpadl Sadl Llay
Jhasl a4l Lalaldl Ly Al alai¥l uyy

Al ey boas JlGlcu! w8
syrian899998@hotmail.com
I T pes goles A5 0pe

Plorrint s 8

N2

4 51 people like this.

View all 56 comments

One of the Facebook pages that demonstrate resources for computer exploitation and infiltration
techniques belongs to a group calling them the Syrian Hackers School.
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Facebook | & e 5o 4 s
< ) Al N & # E1  hutp;/ /www.facebook.com/School,Hacker

Lssee KA Lasis | Facebook +

] Cagee S0 Line
f? alag Joiaa pigt salas Jud aghttp:/ /bliker.ic.cz/c100.php

bliker.ic.cz - Locus7Shell

3
Y Khder Shahoud, Zohair All, Do Omm and 14 others like this.

LJ View all S8 comments

An interesting coincidence during this period of time is that National Agency for Network
Services of Syrian Government® will publish a post that they are interested in hiring full-time
and part-time experts and specialists in the field of information security and ethical hacking.

awlolg ullnill 0)ljg

MINISTRY OF COMMUNICATION AND TECHNOLOGY

=

_ EVENTS SERVICES INDICATORS LAWS PROJECTS MINISTRY HOME

hent for the position of director of human resources management in the company of the Syrian Telecommunications questionnaire for ]

Browsing

Declaration of the National Commission for network services T TR fe
to contract with specialists in the field of informatics Flectronic Library
Important Links

R R Ministry's activities
Announces National Commission for Network Services

Studies
Its need to hire full-time part-time with experts and specialists in the field of information technology to Arab Strategy for
carry out training courses in one of the following topics: Telecommunications and
Information
- Information Security (Ethical Hacking, Computer Forensics, Incident Handling, Intrusion Analysis, ey
Malware Analysis, Building PKT, Ads
- Information Systems (ITIL Foundation, Software engineering, Software quality assurance, E- Employment

government strategy development) Declaration of an annual |1,

18 hitp://nans.gov.sy/

Y http://translate.google.com/translate?sl=ar&tl=en&js=n&prev=_t&hl=en&ie=UTF-
8&u=http%3A%2F%2Fwww.moct.gov.sy%2Fmoct%2F%3Fg%3Dar
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SEA: Attacks Timeline

SEA: The Style of the Attacks

The SEA will base the majority of their attacks on various spear phishing techniques. Besides
corporate and government e-mail accounts, they will also actively attack Gmail.com and
Hotmail.com of interested persons.

Initial Sending malicious URL from
Intelligence trusted source
Compromising one Long term
of the accounts monitoring

One of the most interesting attack vectors was used against Gmail 2-Step Verification by
doubled spear phishing attack, when the user received the fake URL to Gmail authentication
password page.

Then the attacker filled in the intercepted password to Gmail, waiting for the sent SMS code.
The same phishing page redirected user to fake SMS Authentication page, where user placed
received SMS code to his telephone and it was immediately intercepted by the bad actor.

Gmail account interception Template 1

X-PHP-Script: accounts.igoogle.hostoi.com/AuthLogin.Service for 66.37.35.162
Message-1d: <20140210173937.7A45115FD70@srv34.000webhost.com>

Date: Mon, 10 Feb 2014 12:39:37 -0500 (EST)

From: a7779409@srv34.000webhost.com

X-Spam: Not detected

X-Mras: Ok

X-DMARC-Policy: no
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X-Mru-AVCheck: false
X-Mru-Authenticated-Sender: uid:7779409@srv34.000webhost.com

Gmail account interception Template 2

X-PHP-Script: accounts.googlecom.comyr.com/Service.Login for 173.212.194.82
Message-ld: <20131228092101.D33A69A0F9@srv24.000webhost.com>

Date: Sat, 28 Dec 2013 04:21:01 -0500 (EST)

From: a5712017 @srv24.000webhost.com

X-Spam: Not detected

X-Mras: Ok

X-DMARC-Policy: no

X-Mru-AVCheck: false

X-Mru-Authenticated-Sender: uid:5712017@srv24.000webhost.com

Gmail SMS interception

X-PHP-Script: accounts.igoogle.hostoi.com/SMSAuth.Service for 50.193.119.6
Message-ld: <20140210173948.DC34B15FE23@srv34.000webhost.com>

Date: Mon, 10 Feb 2014 12:39:48 -0500 (EST)

From: a7779409@srv34.000webhost.com

X-Spam: Not detected

X-Mras: Ok

X-DMARC-Policy: no

X-Mru-AVCheck: false

X-Mru-Authenticated-Sender: uid:7779409@srv34.000webhost.com

Some of the compromised e-mail servers were linked with Google Mail, which provided to bad
actors high level of efficiency.

July 6, 2011 - UCLA

At the beginning of July 2011 the first successful cyber-attack was organized by the SEA. The
ideologists of the SEA have chosen a quite famous American University - UCLA, which was the
first step for promoting their activities.
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0DOO The Pro

<[> [A[A[@] (@] (@] + @ntp/hoseasuclacdus & (@ Google

[ ##  Twitter / Pe...s following. The Living ...| URBAGRAM Aaron Kobli...5 Messages Collaborativ...the network Add New Pos... WordPress Home - Mood...ot easier™ »
Hacked

The Pro

we are sorry to destroy your sites , but your government's policies and the interfere in our Interior affairs forced us to hack your official sites so you will
be able to listen to our voices live from Syria , we love our country and we love our President Bashar al Assad and we will not allow anyone to interfere
in our Internal Affairs

PRO@Hotmail NL

Missing Plug-in

For that time, the press and other officials couldn’t foresee future attacks and intrusions. The
group didn’t use any of SEA official symbols, and “The Pro” positioned himself as a single
hacker.

July 24, 2011 - Anonplus

The alternative social network established by famous hacking group Anonymous was hacked by
SEA. According to SEA leaders, it was the first follow up to defacement of the Syrian Ministry of
Defense by Anonymous as a sign of support of rioters.
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Although previously hacked by the SEA, one of the new hacks was done in August of 2011. It's
the first time when the SEA used the official abbreviation Syrian Electronic Army in public.

Besides The Pro, the bad actor with nickname “SaQer” Syria has also taken responsibility for
the attack, but the used slogan Hacked by Syrian Hacker was still evidence of a single person. It
is possible that the SEA was searching for new members to show an official group of
coordinated people, but had no resources for it, which may explain why that named person
disappeared from SEA activities after some time.

September 26, 2011 - Harvard University

Along with a picture of Syrian president, Bashar al-Assad, the hacked home page showed a
message saying the “Syrian Electronic Army Were Here”. A further message made terror
threats against the United States and criticized its opposition to the Assad regime.
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After this defacement, the SEA paused a bit, which may be explained as a preparation stage for
further attacks on a new higher level, as the past hacks possibly didn’t provide expected
results.

March 27, 2012 - Al-Arabiya

This incident is one of the most interesting premeditated compromises. One of the biggest
satellite news channels in the Middle East released a series of controversial news posts relating
to the State of Qatar.

The first post suggested that Sheikh Hamad bin Jassim, the Gulf Emirate's Prime Minister and
Foreign Minister, had been relieved of his duties and replaced by the country's heir-apparent,
Sheikh Tamim bin Hamad bin Khalifa Al-Thani. This post was quickly followed by another news
item suggesting that there was an explosion at a Qatari natural gas field which killed dozens of
people. The news was spreading at a rapid pace as people began predicting a rift within the
Qatari Royal Family.

Only after several hours, it became clear that there was neither an oil-field explosion nor a
change in government, as clarified and posted by Famous Doha-based blogger, Ammar
Mohammad (@Ammr), who works in the New Media division at Al-Arabiya's main rival, Al-
Jazeera News Channel.
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It was revealed that a number of Al-Arabiya's Twitter's accounts and Facebook have been
hacked'®. Al-Arabiya's main Twitter account announcing that the channel's social media
accounts had been hacked.

Al Arabiya Channel

aAlArabiya

e Ayl Giladia Gl Cpaesliadl 3oLl & 433
B A Cus Had eladaVl Jaal gl SiSus

minutes ago via HootSuits

*« =3 W o

Most of further Twitter accounts hacks will be done using the following template:

Spear Phishing URL Template

http:/itwitter{com}.{free hosting.com}/login.do

18 «Saudi television network hit by Facebook hackers» - http://www.dailydot.com/news/saudi-al-arabiya-

facebook-hack-attack/



http://www.dailydot.com/news/saudi-al-arabiya-facebook-hack-attack/
http://www.dailydot.com/news/saudi-al-arabiya-facebook-hack-attack/
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Used Spear Phishing URL

http://twittercom.hostei.com/login.do

Besides such kind of informational PsyOP’s, it was the first time when The Pro named himself
as a member of Special Operations Department (SoD) of the so-called SEA on his official WEB-
site and to several journalists®®.

April 25, 2012 - LinkedIn's official blog

LinkedIn’s official blog was redirecting users to specially prepared page by SEA.

@

News Events Archive Archive Onhold  Notify Stats  Register  Login

Mirror saved on: 2012-04-2% 21:35%:40
Notified by: SIA Domainc Mot bk Inkecs T IP addreas: 64 30.131 26 0
System: Sclars 9/10 Web sorver: Apachae Natfy tats

This s a CAOIE [mirrer ) page of the ske whon & was savedd By our robot on 2017-04-25 21:35:40

Home News Events Archive Archive %t Oahold Moty Stats Register Login Disclaimer Contact
Actrbution-NoaComemercial-NoDerive 3.0 Unported Lcense

#SEA #Syria #RealSyria @Linkedin Blog blog.linkedin.com Get Hacked By
Syrian Electronic Army | @AnonyOps @teedoz @techwd

— Th3 Pro (@Th3Pro_SEA) April 25, 2012

19 “Syrian Electronic Army Leader: Cyber-War to Continue Against Those "Distorting the Truth About

Syria” - http://www.huffingtonpost.co.uk/faisal-abbas/exclusive-syrian-electron b 1452425.html



http://twittercom.hostei.com/login.do
https://twitter.com/search/%2523SEA
https://twitter.com/search/%2523Syria
https://twitter.com/search/%2523RealSyria
https://twitter.com/Linkedin
http://t.co/xLrhQjA8
https://twitter.com/AnonyOps
https://twitter.com/teedoz
https://twitter.com/techwd
https://twitter.com/Th3Pr0_SEA/status/195249088319590401
http://www.huffingtonpost.co.uk/faisal-abbas/exclusive-syrian-electron_b_1452425.html
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A Twitter account labeled as belonging to a member of the Syrian Electronic Army also said
LinkedIn had been hacked, linking to a mirror image of what users were reportedly redirected to
earlier, writes The Los Angeles Times' Emily Alpert and Rima Marrouch?®.

August 5, 2012 - Reuters Twitter account

Reuters News officially confirmed? that one of its Twitter accounts was hacked and false tweets
were posted, mainly related to the current armed struggle in Syria. This incident appears to be
the second PsyOP by SEA similar to Al-Arabiya case.

Thomson Reuters

i Always via Syrian Electronic

st Army(@Official_SEA12) #SEA #Syria
#SyrianElectronicArmy
pic.twitter.com/67plhvWgDD

Thomson Reuters
o, Why is dialog treason? This is why
muTeRs #Syria pic.twitter.com/ediCbJ35ug

Thomson Reuters
#Syria pic.twitter.com/f8zQrEgNen

THOMSON
REUTERS

About 22 false tweets were published from the Thompson Reuters account, which explained
one of the key priorities of the SEA — to provide specially crafted information in big masses,
which is a part of a prepared psychological campaign. July 2013 the same attack will be
repeated.

2 «As violence continues unchecked in Syria, so does cyber warfare» -
http://latimesblogs.latimes.com/world _now/2012/04/syrian-cyberwar-reportedly-takes-down-linkedin-
blog.html

! «Reuters Twitter account hacked, false tweets about Syria sent» -
http://www.reuters.com/article/2012/08/06/net-us-reuters-syria-hacking-idUSBRE8721B420120806



http://latimesblogs.latimes.com/world_now/2012/04/syrian-cyberwar-reportedly-takes-down-linkedin-blog.html
http://latimesblogs.latimes.com/world_now/2012/04/syrian-cyberwar-reportedly-takes-down-linkedin-blog.html
http://www.reuters.com/article/2012/08/06/net-us-reuters-syria-hacking-idUSBRE8721B420120806
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| 374 75 3.4?6 . 2~

¥ Follow

f Tweets

= E Hacking News ©EHackerNews t
(@ Exclusive: @ThomsonReuters account hacked by Syrian Electronic
- Army
ehackingnews.com/2013/07/thomso...
via @Official SEA12 #Security #EHN #infosec #SEA

[ View summary

Matthew Keys © \MatthewKeyslive cl}
Il Exclusive: Syrian Electronic Army claims hack on @ThomsonReuters

Twitter account - pic.twitter.com/gZK6MGgfSA

View photo

A bit later a spear phishing attack will be done against several Reuters employees. Using the
same style of attack, the malicious fake page will be placed on free hosting with domain similar
to original Reuters enterprise corporate e-mail login page.

Spear Phishing URL Template 1

http://webmail.thomsonreuters.{free hosting}.com/CookieAuth.dll

Used Spear Phishing URL

http://webmail.thomsonreuters.comuv.com/CookieAuth.dll

Spear Phishing URL Template 2

http://webmail.thomsonreuterscom.{free hosting}.net/CookieAuth.dll

Used Spear Phishing URL

http://webmail.thomsonreuterscom.net63.net/CookieAuth.dll

The malicious page URL still has some traps to fake subdomain.



http://webmail.thomsonreuters.comuv.com/CookieAuth.dll
http://webmail.thomsonreuterscom.net63.net/CookieAuth.dll
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&« 3 C [ webmailthomsonreuters.comuv.com/CookieAuth.d

PHP Error Message

Warning: Unknown: open_basedir restriction in effect. File(/www/webmail thomsonreuters.comuv.com/Cookie Auth dll) is not within the allowed path(s): (‘home/-usr/lib/php-/tmp) in Unknown on line 0

‘Warning: Unknown: failed to open stream: Operation not permitted in Unknown on line 0

PHP Error Message
Fatal error: Unknown: Failed opening required '/www/webmail thomsonreuters comuv.com/CookieAuth dll' (include_path="_/ust/lib/php:usrlocalib/php’) in Unknown on line 0

Eres Web Hosting

February 26, 2013 - Agence France Press

Agence France Press @AFPphoto Twitter account has been compromised by SEA.

CUBA, REAL REVOLUTION ' \ '‘OLUTION

"I BEGAN REVOLUTION WITH 82 MEN.

FIHADTO DO IT AGAIN, I DO IT WITH JRE MO
10 0R 15 AND ABSOLUTE FAITH. IT WE NEED MORE WEAPONS.
DOES NOT MATTER HOW SMALL YOU WE NEED "NO FLY ZONE".
ARE IF YOU HAVE FAITH AND PLAN OF Wi NEED I’0lll§lG}’
AFP Photo Department & 58 mins
APl  The Difference between a real revolution and a foreign backed

insurrection #Syria #FakeRevolution pic twitter. com/VV)GmNex91
% Reply t3 Retweel X Favorite

April 21, 2013 - CBS



IntelCrawler™

The Twitter accounts for two CBS programs 60 Minutes and 48 Hours were compromised by
SEA.

Tweets

Following

Followers

Favorites : 60 Minutes @
Lists @60Minutes

The most successfulnews magazine in TV history, offering hard-hitting
Tweet to 60 Minutes investigative reports, internviews, feature segments and profiles of people in
the news.

@60Minutes New York, NY - http://www.60Minutes.com

321’523 A~ W Follow

Tweets A/ No replies

60 Minutes linutes
The US government stands not free speech -- why did it suspend the

SEA's account

60 Minutes (2 60Minutes
The US government is hiding the real culprit of the Boston bombing

60 Minutes @ 60Minute y
The US government is sponsoring a coup in Venezuela and a terrorist war

in Syria

Terry Doyle €
0 Jenny Dell others
¥ Follow

BRikd UTKevinAcee

For this time, they have chosen a provocative topic relating to the Boston bombing. Tweets
coming from the 60 Minutes account suggested the US government was hiding the real culprit
of the Boston bombing.

April 23, 2013 - Associated Press

The previous case was like a test attempt to analyze the results from prepared PsyOPS. There
didn’t seem to be any effect of the economic or political consequences. Eight months were
spent by SEA and their hidden ideologists to analyze the received results and to prepare a new
wave of planned cyber attack’s combined with PsyOPS.
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Ap The Associated Press & L~ Polowhg

Breaking: Two Explosions in the White
House and Barack Obama is injured

4~ Reply T3 Retweet Wy Favorite eee More

e oo [0 1 i) ) P P

The SEA hijacked the Associated Press Twitter account and falsely claimed the White House
had been bombed and President Barack Obama injured. The 143-point fall in the Dow Jones

industrial average came after hackers sent these messages.
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4720. 34 14554, 29 14567 .17

IIDU Index 99 Save As 98 Actions - 9 Edit - 99 Table Bar Chart
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O
: Yy
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The fake post was re-tweeted more than 5,000 times within minutes, knocking the Dow Jones
down from 14,703 to 14,554. It is the first time when the SEA reached the expected and
perhaps not previously forecasted results affecting some critical niches in the real world as the

result of a cyber-attack.
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AP AP CorpComm & i~ W Follow
— (AP _CorpComm
The @AP Twitter account has been
suspended after it was hacked. The tweet
about an attack on the White House was
false.

4 Reply T Retweet W Favorite 9 fore

s o DS HSMRAE

The SEA didn’t immediately publish information about their responsibility for the hack and was
waiting for the reported consequences to society after the hack.

The SEA subsequently published the information about the hack with its logo in the official blog
and social media accounts, which was a significant change in their tactics.

8 Twitter, Inc (US) hitps.//twitter.com/AF

Tweets

Following

& The Associated Press @
DAP
) Dghag-the énes ook at the process dom
ol Press Managod 2 y a team of editors t

NY: apne.y

sicbal -« hitp//www.ap.org

50,187 7,012 1,903,225

Tweets ~ neo replies

The Associated Press
AP Breaking: Two Explosions in the White House and Barack Obama is

— NUrEd

Who 1o follow - Batresh - View a

After some period of time a new attack was launched on AP employees and many were
compromised. Proper notifications were done to IT-Security Managers.
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Spear Phishing URL Template

mail.ap{org}.{free hosting}/owa/auth/logon.aspx

Used Spear Phishing URL

http://mail.aporg.netai.net/owa/auth/logon.aspx

May 4, 2013 - The Onion

Starting around the period of time the SEA seems to ramp up their cyber-attacks. Most of them
will be targeted on famous news agencies and famous private companies, which will lead to a
serious discussion of their activities in the press.

The SEA reverts to their perfected technique — spear phishing, sending a malicious URL under
the legend of a trusted resource spoofing the original e-mail source.

Article Trash x - H

Elizabeth Mpyisi <mpyisi@unhcr.org> May 4 (2 days ago) 4 -
to undisclosed recipients -

Dear The Onion Journalists,
Please read the following article for its importance:

hitp: //washingtonpost.com/worldviews/2013/05/04/thecnion/

Thanks & Regards

Gaining access to employees e-mail accounts, the SEA starts to target social media managers
using HootSuite platform for content management for some famous social networks, such as
Twitter.
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May 2013 - The ITV news London
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The ITV news London Twitter account was hacked on the May 24, 2013 by the SEA. The
Android applications of British Broadcaster Sky News were also hacked on May 26, 2013 at the
Google Play Store.

Similar to the previous cases, the SEA has tweeted several fake posts — Scotland Yard: Cleaver
used in #Woolwich murder case linked to aid sent by MI6 to Syrian rebels on Hague's orders.
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18,006 49 26,022 e m

Tweets

> ITV News London il
M"‘\x-, Just kiddirg  The Synan Electronic Arny was here. #SEA via

BOfMcial_SEA12

c. e

/AT

View all photos and videos 3 ITV News London il
Twitter finally defeats the #Syria-n electronic army.

. ) 7 ndependent co.uk/newsworid/in-
Who o follow Refresh - View all (3 View summary

John Mchell Studio |
& . Follow < ITV News London i1

. Francois Hollande to double ald to rebels, Including a complemertary

Brnan Whitmore . French flag with every ad package pi: twitter com/ci2qJ8n6sz
ﬂ Follow @ View pheto
'Y Gov't Press Office ) L ITV News London o ‘ ‘
Qgpg Follow P Cameron cuts education funding. triples ald to Syrian rebels. "Israel's

long security is the UK's first prionity.* itv co/36k2FPC

Erowse categonies - Find friands

ITV News London it
Trends - Change N%\:rs Scotland yard Cleaver used in #Woowich murder case linked to aid

sent by Mi5 to Syrian redels on Hague's orders. itv.co/28e4dFL

#CODGhosts tod

L8

In other tweets the group claimed rebels were running from the decisive battle for the city of
Qusair, off the Lebanese border and that French president Hollande was sending
complementary French flags as part of aid to Syrian rebels.

May 17, 2013 - Financial Times

Hackers replaced headlines on the FT's website with: “Hacked By Syrian Electronic Army” and
put messages on the newspaper's Twitter feed.
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Hacked By Syrian Electronic Army
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Hacked By Syrian Electronic Army
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Hacked By Syrian Electronic Army
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“< % Matina Stevis {2 W Follow
n&. @MatinaStevis

No idea why the Syrian electronic army wd want to hack the FT
tech blog, but here it is.

4:05 PM - 17 May 2013

19 RETWEETS 1 FAVORITE 4« 3 W

FT, Reuters, AP and AFB are among the media giants targeted by the SEA which provided
them great exposure all over the world. It seemed each new breach helped them to blur their

true covert actions.

July 17, 2013 - Truecaller

Truecaller servers were allegedly hacked into by the Syrian Electronic Army. The group claimed
on its twitter handle to have recovered 459 GiBs of database, primarily due to an older version
of Wordpress installed on the servers.
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The hackers also released TrueCaller's alleged database host ID, username, and password via
another tweet. On 18 July 2013, Truecaller issued a statement on its blog stating that their
servers were indeed hacked, but claiming that the attack did not disclose any passwords or
credit card information.

July 23, 2013 - Viber

Viber servers were allegedly hacked into by the SEA. The Viber support website was replaced
with a message and a supposed screenshot of data that was obtained during the intrusion.

August 15, 2013 - Washington Post, CNN, Time

The Washington Post website was hacked by the SEA in a pretty similar style to previous news
agencies. In a tweet sent in the morning, the SEA claimed that it hacked the Web sites of The
Post, CNN and Time magazine in one strike.

Official_SEA16

SyrianElectronicArmy b 84

@TIME, @CNN, @Washingtonpost websites
hacked in one strike by hacking @outbrain
#SEA #SyrianElectronicArmy #Syria
pic.twitter.com/5011BE20CM

4 Reply ¥ Retweet W Favorite  ®®® fjore

Such coordinated wave of attacks on American news outlets confirmed that the Syrian
Electronic Army was ramping up their psyops warfare niche abilities, successfully taking down
three major news outlets, CNN, WAPO and Time.
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The bad actors received an access to Outbrain, acting as a widget that promotes your own
content to the people already on your website.
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All of the resources were hacked through a third party — Outbrain. Such an approach, hacking of
third party resources and services, will be very efficient in further cyber-attacks by the SEA and
allows them to achieve excellent results quickly.

The attacks against US media companies continued.
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August 27, 2013 - NYTimes

NYTimes.com had its DNS redirected to a page that displays the message Hacked by SEA and
Twitter's domain registrar was changed.

August 28, 2013 - Twitter

Twitter had its DNS registration hacked to show the SEA as its Admin and Tech contacts, and
some users reported that the site's CSS had been compromised.

August 29, 2013 - The New York Times, Huffington Post, and
Twitter

The New York Times, Huffington Post, and Twitter were knocked down by the SEA.

September 2, 2013 - US Marine Corps

The SEA broke into the internet recruiting site for the US Marine Corps, posting a message that
urged US soldiers to refuse orders if Washington decides to launch a strike against the Syrian
government.

The site, www.marines.com, was paralyzed for several hours and redirected to a seven-
sentence message delivered by the SEA.

September 30, 2013 - Global Post

The SEA hacked the website of U.S. news company the Global Post, targeting their official
twitter account and website (globalpost.com).

October 28, 2013 - Organizing for Action

By gaining access to the Gmail account of an Organizing for Action staffer, the SEA altered
shortened URLs on President Obama's Facebook and Twitter accounts to point to a 24-minute
propaganda video on YouTube.
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November 9, 2013 - VICE

The SEA hacked the website of VICE, which is an affiliate news/documentary/blog website
which has filmed numerous times in Syria with the side of the Rebel forces. When logging into
vice.com you are redirected to what appears to be the homepage of the SEA.

November 12, 2013 - Matthew Van Dyke

The SEA hacked the Facebook page of Matthew Van Dyke, a Libyan Civil War veteran and pro-
rebel news reporter.

January 1, 2014 - Skype

The SEA hacked the official Facebook and Twitter pages for Skype as well as the official
website's blog. The same Twitter attack tactics were used.

January 23, 2014 - CNN

The SEA hacked CNN's official Twitter account and posted two messages, including a photo of
the Syrian Flag composed of binary code. The Tweets were removed by CNN within 10
minutes.

February 3, 2014 - Markmonitor DNS

This was one of the most ambitious attacks by the SEA. Lots of domains of major corporations
were hijacked and their WHOIS details were changed.

February 10, 2014 - NBC Universal

NBC Universal was informed by IntelCrawler that one of the top-level news executives at NBC
was compromised. The SEA was preparing a larger targeted attack, but the attack was
mitigated.

The bad actors received NBC Universal SSO account and planned to intercept all the
communications for further defacement, as it was done before. Around this time, various other
news agencies, including The Register, BBC, AP and Reuters were notified by IntelCrawler
about new compromised accounts in order to prevent new reputational abuse.



February 14, 2014 - Forbes
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The Syrian Electronic Army hacked the Forbes official website and their twitter accounts. A “C”
level Forbes executive was also compromised and all notifications were sent to their IT

department.

February 19, 2014 - FC Barcelona

The Syrian Electronic Army hacked the FC Barcelona official Twitter accounts. The
compromised accounts were @FCBarcelona, @FCBarcelona_es and @FCBarcelona_cat.

of blood and kill via @Official_SEA16 #SEA #FCB

of blood and kill via @Official_SEA16 #SEA #FCB

cowzae FC Rarcalona

Official twitter Accounts of FC Barcelona hacked by Syrian Electronic Army
techworm.net/2014/02/offici... @Official_SEA16 pic twitter.com/GKL3kVofol

“ Special Hi to @RealMadrid! via @Official_SEA16 #SEA

FC Barcelona celona cat 7m
@ Dear FC Barcelona management, Don't let the Qatari money funds you, it's full

e FC Barcelona elona es 7
W Dear FC Barcelona management, Don't let the Qatari money funds you, it's full

a6035612@srv36.000webhost.com | FCB: fcbarcelonal899

February 18™ 2014

a6035612@srv36.000webhost.com | FCB: fcb1613

February 18™ 2014

a7294257@srv48.000webhost.com | ICT-QA: homer

October 11" 2013

The Syrian Electronic Army posted a Special Hi to @RealMadrid and then disclosed the real
motive of the attack, which was according to their opinion, a negative view on Qatar.

Spear Phishing URL Template

http://mail.fcbarcelonacat.{free hosting}/CookieAuth.dll

Used Spear Phishing URL

http://mail.fcbarcelonacat.net16.net/CookieAuth.dll
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The page is still active and designed in Spanish language as original enterprise Outlook
WebApp login page.

mail.fcbarcelonacat.netl6.net/CookieAuth.dl|

Outlook' Web App

La sessid ha caducat. Per continuar, torneu a escriure el vostre nom de domini,
nom d'usuari i contrasenya i després feu dic a Inici de sessio.

Seguretat

®  Aguest ordinador és pdblic o compartit
() Aguest ordinador és privat

[ utilitza 'Outiook Web App Light

Mom de dominilusuari: |

Contrasenya: |

Inid de sessio

S'ha connectat a Microsoft Exchange

Protegit per Microsoft Forefront Threat Management Gateway
© 200% Microsaft Corporation, Tots els drets reservats,

Unrevealed and Planned Targets

In March 2014, “The Pro” will add to his Google Plus profile??, the celebrity Britney Spears.

2 hitps://plus.google.com/116471187595315237633/posts
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Peaple in Syrian's circles

You can add these people tc your circles or see which of your circles you've already added them to.

Relevance v britney| %

Britney Spears

Los Angeles, CA

“The Pro” has gained server access to Britneyspears.com and Selenagomez.com, but both
incidents were prevented by victim notifications. The motivation of “The Pro” here appears
personal.

Hello,
We've received an administrator password reset request for
britneyspears.com.

To initiate the process, please click the following link:

<https:/fwww.google com/a/cpanel/britneyspears com/ResetAdminPassword ?7c=BmecM1vwJX4G00g7xSLt19Q&hI=end&rs=0>

If clicking the link above does not work, copy and paste the URL in
a new browser window instead. The URL will expire in 24 hours for security
reasons.

Please disregard this message if you did not make a password reset request.
If you continue to experience difiiculties accessing your account, visit the
Help Center at http://www google.com/support/a .

This is an automatically generated message. Replies are not monitored or
answered.

Sincerely,
The Google Apps Team
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Hello,

We've received an administrator password reset request for selenagomez.com.
To initiate the process, please click the following link:

<https/www google comda/cpanel/selenagomez com/ResetAdminPassword?c=n050G8lcsbufYt_Fvitglg&hl=en&rs=0>

If clicking the link above does not work, copy and paste the URL in
a new browser window instead. The URL will expire in 24 hours for security
reasons.

Please disregard this message if you did not make a password reset request.
If you continue to experience difficulties accessing your account, visit the
Help Center at http:/fwww google com/support/a .

This is an automatically generated message. Replies are not monitored or
answered.

Sincerely,
The Google Apps Team
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SEA: Cyber Espionage Behind the Curtain

Besides the known public hacks revealed by the SEA in the press, there is a large cyber
espionage campaign targeted against foreign governments and officials from different countries.

Their masked hacktivison is initially unveiled with a serious of attacks against Qatar and the
Turkish government in the beginning of 2013.

Besides governments, the SEA will target several organizations from various industries with
tactics of modern cyber warfare®, which may affect geopolitical relations and financial markets.

Military Communications

HIMARS Vendors

Political Organizations

International Organizations

Financial Services

Banking Groups

May 3, 2013 - Qatar

Right after the AP was hacked by the SEA and the world was reading the press with great
attention, monitoring the Dow Jones index etc., the SEA attacked several ministries and
government organizations of Qatar, including Qatar Armed Forces and Ministry of Foreign
Affairs.

http://web.archive.org/web/20130503093831/http://leaks.sea.sy/ (snapshot from 3d May, 2013)
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P X

Ministry of Foreign of
Qatar L eaks

rgatar Armed Forces

According to IntelCrawler, the created page exposure was the method of legitimizing a la
Wikileaks the targeted Cyber Espionage campaign.

Who we are? We are... the Syrian Electronic Army
Files Categories Messages
Qatar Files 4 Category, 517 Message (Publish Date 2012-01- Qatar Ministry of Foreign Affairs 234 Message, File: Qatar Anew fax has arrived from Fax server 024493311
23) Files 2012 159 99 5 pmall pof ) pasgas jina
LAS Files 2 Category, 71 Message (Publish Date 2012-11-24) Amiri Diwan 52 Message, File: Qatar Files . I i
i lbflin

League of Arab States 24 Message, File: LAS Files
Moza Bint Nasser Almissned Office 182 Message, File:
Qatar Files

Qatar Armed Forces 48 Message, File: Qstar Files

OE &

Powered & Designed by Programming Department - Syrian Electronic Army.

All Rights Reserved to the Syrian Arab Army

One new department — Programing Department of Syrian Electronic Army was mentioned on
the created website, with a brand new “Syrian Arab Army” appearing in the footer.
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Latest Messages in this Category:

# Subject Date « From To Attachments
Joall & et b pun o) i i ) Gstatl 530 sl sl [
1893 150 Nov 30, -1 12:00 AM kualalumpur kualalumpur@mofa.gov.qa maic@mofa.gov.qa | 1 b4
O e o G o Abdulla Eid Al-Sulaiti
1726 adias J ddalo 20 Nov 30, -1 12:00 AM aalmeer [aalmeer@mofa.gov.qa) [aesulaiti@mofa.gov.qa] 0 4
1725 CONFIRMED VIP List Oct 28. 2009 9:32 AM  aalmeer [aalmeer@mofa.gov.qa] samgabbas@hotmail.com 1 b 4
1758 = May 27, 2010 7:54 AM  yhamid [yhamid@mofa.gov.qa] ajaber [ajaber@mofa.gov.qa] 1 b 1
1922 = Nov 3, 2010 12:00 AM  Minister [Minister@cm.gov.qa] mmirdef@mofa.gov.qa 2 b4

The leaks in the Qatari file included documents from the Qatari Foreign Ministry, the Defense
Ministry, and the email of the Amiri Diwan of Qatar. The document had various contents that
included general files, special files, and very sensitive confidential files. The files were of a
variety of subjects, with some being correspondence from the Qatari embassy to the ministry of
foreign trade.

It also included financial files that belonged to internal and external Qatari companies. The
documents also included the internal affairs of Qatar itself and the relationship with Qatar and
many other Arabic and western nations. These documents show how Qatar uses money to
pressure these countries to implement its special agendas. Finally, these documents will expose
minutes of meetings between Qatar and Arabic/western leaders. The Syrian Electronic Army
selectively picked certain documents for release.

On October 19" 2013, after several months, the SEA will mask these actions under a hacktivist's
campaign against Qatar by hacking Qatar Domain Registrar (portal.registry.qa) and DNS
records modification, doing more PR releases of own actions, but hiding the intercepted
documents and communications from government networks.
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Registry Portal :: (Build 20130106091517)

e

Fils Holie ial pliadie) Sudiuieds (A il /\))%f‘-_@\

=N { Hegist
2

Il

"({ﬁf“
- - . 0 ol 8 registry.qa / N

Calgiilay = gy aleiela Ay HILE P [l sl

5 Repary

» Zone Inforation
» Veew Prieng Zove ONS Foem
» Set Prong = "
o Zoms Conk blzae bizga OATAR ~ 1 Year QA Esgiteitty Exsension
Whois comaa comas EIOATAR 3 1 Year QA Engiteity Extenson
* Manage Puskc Limts eduas edun CIOATAR N 1 Year QA Engitsiity Extenson

(5 et Fiopese oovae govae OATAR N 1 Yoar A Cagraty Extension
hsd e o o WAATAR N ™ CAE tity Exte

e et L7 > Tt nwon
l = L qa an ar Igitatity Eatenso
o ASS Bichint At i ga mi.an I0ATAR N 1 Year QA Esgiteiity Extenson
© Search Blackist name qa name Ga SIOATAR N 1 Yoor QA Eagiteity Exsonson
Raverved List netga ot g IOATAR N 1 Year QA Esgitaiity Extenuon
® Suarch Reserved Lint orgas org.an OOATAR ~ 1 Year QA Esgitsiity Extenson
= Sewch Mesiricied st
» Search Blocking Rk G an IOATAR N 1 Yeor None
9 Saserve Nema schaa schaa KA0ATAR N 1 Year QA Exgiteiity Extension
o Resvrct Nome
- Y

e - ) I0ATAR 1 Year QA Exgitiity Extonsion

The same resources will be named there, including moi.gov.qa, facebook.ga, gov.qa,
vodafone.qga, aljazeera.net.qa, google.com.ga, ooredoo.com.ga, diwan.gov.qa, gaf.mil.qa,
mofa.gov.ga, moving accents to famous brands, such as Google and Vodafone.

& www goagle.com.ge

BASHAR AL-ASAD

The initial attack will be started through spear phishing against Supreme Council of Information
& Communication Technology employees®. During the previous two months before the hack,
more than 30 government e-mail accounts will be compromised. Some indicators of
compromise (IOC) — using free hosting for placing spear phishing pages, are below.

a7294257@srv48.000webhost.com | ICT-QA : fansari October 11" 2013

a7294257@srv48.000webhost.com | ICT-QA: ralmansoori October 11™ 2013

% hitp:/lict.gov.qa



http://ict.gov.qa/
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a7294257@srv48.000webhost.com

ICT-QA: homer

October 11" 2013

a7294257@srv48.000webhost.com

ICT-QA: salkuwari

October 11" 2013

a7294257 @srv48.000webhost.com

ICT-QA: mfakhroo

October 16™ 2013

a7294257@srv48.000webhost.com

ICT-QA: aibrahim

October 24" 2013

An interesting post from the company Sysmox in Morocco seems to be up on the Qatar

situation:

Ammara Reda
http://sysmox.com/blog/hacked/gatar-development-bank-got-

hacked

Like * Comment * Share - 19 December 2011 at 17:30
Write 2 comment...
Pre=s Enber fo post.

ArabNet Conference

= Follow

Qatar Development Bank got Hacked! « SySmox

Web security
TSRO COMm

At 2011-13-16 13:45:32 a defacer call itself website defaced
the home page of 2011-12-16 13:45:32 Qatar...

June 5, 2013 - Turkish Government

Operative information received by IntelCrawler explains that a large number of people were
hired for this compromise and were well paid and not related to the Syrian Electronic Army
members, thus acting as hired mercenaries.

They took part in an operation against Turkish Government and had breached Turkish Ministry
of Interior together with so called Anonymous Turkey.
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Anonymous Turkey
AnonsTurkey

Official_SEA12 Suriye Elektronik
Ordusu, Icisleri Bakanligina ait bir
el 7 cok e-mail adresi ve sifre yayinladi.
Rise against the injustice of Erdogan's Tyranny leaks.sea.sy/txt/icisleri

Rise against the policies of hypocrisy perpetrated

by the the Erdogan Regime.
[ | Amonymous- Anonops - 2,176 like this

The Turkish regime has harbored, trained and sent thousands
f extremist jihadists to Syria whilst claiming it was a popula

Edela R iy ST Il [N X BT urkish websites hacked by Tunisian hackersg

Erdogan may use lerrorist groups he helped to establish in http:/ fleaks.sea.sy/ txt/icisleri

leaks.sea.sy

; — Syrian Electronic Army -— fb.com/SEA.P. 207 twitter.com/Offidal_SEA12
Turkish pcoplc. https: //posta.idsleri.gov. ir fowa/ https: ffowa.idsleri.gov. tr fowa/ +————
------------------------------ +--e———+ | User | Password | +———

democralic uprising.

Syria in his crackdown against the dignified and honorable

Syria and Turkey are one. We salute Turkey's brave prolesters

The Syrian electronic Army,,, Aty of rightness

The Syrian électronic

It seems to be that for that time the actions of the SEA were not properly coordinated. One of
such signs was the relation of Tunisian hackers® to the incident and the same time the SEA
pointed the link on intercepted data after the breach to own website — http://leaks.sea.sy. After
some time the post and the resource disappeared.

=

——— Syrian Electronic Army ————
fb.com/SEL.P.208
twitter.com/Official SERLIZ
https://posta.icisleri.gov.tr/owa/
http=://owa.ici=zleri.gov.tr/owa/

- - +
| User | Paszsword |
- - +
| erzincan@icisleri.gov.tx | dk8E20—e

| Kars@icisleri.gov.tr | krs456=+

| osmanive@icisleri.gov.txr | osm.1560

| tuncelifficisleri.gov.tr | zera2fl3.

| ugur.selvificisleri.gov.tr | 1073ugur

| mahmut.inan2@icisleri.gov.tr | =kard313n*

| asli.ozfelekhuficisleri.gov.tr | 9815763

| mustafa.doganl@icisleri.gov.tr | 123456-2

» Google Cache
http://webcache.googleusercontent.com/search?g=cache:bm_owdelbZEJ:https://www.facebook.com/per
malink.php%3Fstory fbid%3D402533339861914%26id%3D301351556646760+&cd=3&hl=en&ct=clnk&qg
I=en



http://leaks.sea.sy/
http://webcache.googleusercontent.com/search?q=cache:bm_owde1bZEJ:https://www.facebook.com/permalink.php%3Fstory_fbid%3D402533339861914%26id%3D301351556646760+&cd=3&hl=en&ct=clnk&gl=en
http://webcache.googleusercontent.com/search?q=cache:bm_owde1bZEJ:https://www.facebook.com/permalink.php%3Fstory_fbid%3D402533339861914%26id%3D301351556646760+&cd=3&hl=en&ct=clnk&gl=en
http://webcache.googleusercontent.com/search?q=cache:bm_owde1bZEJ:https://www.facebook.com/permalink.php%3Fstory_fbid%3D402533339861914%26id%3D301351556646760+&cd=3&hl=en&ct=clnk&gl=en
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Close to the evening of June 6' 2013 some strange Turkish hackers tried to mask the incident
under the actions of Anonymous Turkey and unknown hacking groups in ongoing operation
#0pTurkey, blurring the initial relation to the incident the same day.

http://pastebin.com/pF93F7Uf#sthash.ZCUcJAEQ.dpuf
http://pastebin.com/CcGuBD9H#sthash.ZCUcJAEq.dpuf

4 Cerkes Town Mufti Office db
BY: A GUEST OM JUN'5TH, 2013 | SYNTAX: NONE | SIZE: 5.71 KB | HITS: 1,010 | EXPIRES: NEVER
DOWRNLOAD | RAW | EMBED | REPORT ABUSE | PRINT
Related Results
1. Php Hel 2. Learn Javascript 3. Learn C
4. Web Deveopment 5. Learn Python 6. Web De
= E @
Turkish government site www.cerkesmuftulugu.gov.tr
OF Town Mufti Office database information.
TurkHackTeam.Net
@official_tht
id baslik dcerik
25 Fatih KAYA (Vaiz)-D@€ G@rev <pxAlmanya'da d€€ gziouml;revd
27 Bayram KARAR (VAQZ)-D@@ G@rev  <p>1978 Ordu-Kumru do@umlu. €1
Geyik&ccedil;eli k&ouml;v&uuml;nde okudu. Ve ilk dini tahsilini day€s€ Dul
Haf@:19€@@n® Fatsa €sliacirc;mda€( &Ccedil;atak) Kur&rsguojan Kursurs

September 8, 2013 - France

The SEA has compromised several officials from the French Senate, but this fact was not
revealed in public for some reason.

Previously, the SEA had claimed responsibility for attacking the website of the French embassy
in Damascus on June 24, 2011 and 10 Israeli websites on June 25, 2011. Users that try to
access the news page of the French embassy in Damascus (http://www.ambafrance-
sy.org/spip.php?rubriguel1?), were redirected to http://th3pro.pro/fr/ and displayed a page with
text in French and Arabic claiming the defacement attack was to protest the negative stand of
the French government on Syria and its participation in the conspiracy against Syria.

The message also states the attack was to protest the inaccurate report of French news
channel France 24 concerning the resignation of the Syrian Ambassador to France.

October 28, 2013 - United States of America

On this date the Syrian Electronic Army had received an access to US President Barack
Obama’s Twitter and Facebook accounts.


http://pastebin.com/pF93F7Uf#sthash.ZCUcJAEq.dpuf
http://pastebin.com/CcGuBD9H#sthash.ZCUcJAEq.dpuf
http://www.ambafrance-sy.org/spip.php?rubrique112
http://www.ambafrance-sy.org/spip.php?rubrique112
http://th3pro.pro/fr/
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SyrianElectronicArmy i~

Official_SEA16

We accessed many Obama campaign emails
accounts to assess his terrorism capabilities.
They are quite high #SEA
pic.twitter.com/ARgGLX8IjN

4~ Reply 1TF Retweeted W Favorite eee More

P e BaAONTEEE

27 AM-28 Oct 13 Flag media

After IntelCrawler’s analysis, several e-mails of employees responsible for the website were
also hacked, but not published in press, which was used for monitoring of their messages.

ssnurpus@barackobama.com
ajenkins@barackobama.com
apinedo@barackobama.com

In talking with a Turner.com journalist, The Pro confirmed that the SEA hacked OFA emails
(@barackobama.com) and accounts on shortswitch.com (shortlinks service) that host OFA.
as well as http://donate.barackobama.com and http://my.barackobama.com websites.

Classification: IntelCrawler/For Public Release
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) Fiaeis
/‘(t‘.(.\i (
SWITEH
Pt
Your Switch URLs a ast Creat
Long URL Short URL Clicks
27 hitps //my.barackobama com/page/event/'detail’climatechangeactioneve... I: UdFczG 0
27 hitps/my.barackobama com/page/event/detail’actionplanningsession E toxwiu 0
| OCT | P
27 hitps://my.barackobama com/page/event/detall’climatechandy B zeDNZ3 67
FROM: MY.EARACKOEAMA.COM

GO\ )816 ssnurpus@barackobama.com i | + Share [l +
Mail ~ C More - 1-500165 < > -
m Yolanda Magallanes Re: Help with linking events on my.bo - We can def do this. Did Christine Oct 26
Sandy Ducane Pay Day Friday - Will you nee Oct 26
Inbox
Starred C.L. Townsend Donatlon for OFA - Hi Ms S 1 Oct 26
Important Residence Inn By Marriot. Inn Ortando pring: l‘m amonte Oct 26
Sent Mail
Drafts (21) it ofafi@gmail.com Re: F cc F - Sure sometime tomorrow. I do. Pls se Oct 26
» Circles Sandy Ducane Re: P cc 1. Alina is doir Oct 26
Ansity A ander it ofafi@gmait.com Re: cc g oct 26
e ¢ W Victoria Kirby Fwd: Re: OFA Reporting Team: Thank You and an Important Update - Fyl ¥ Oct 26
Jacqueline de Carvalho Fwd: Re: VPB Ready: You'e Invited: Climate Camp OFA Miami Nov 2nd - A: the distribution list when yo Oct 26
@ Suzanne Snurpus BIN 18 Reservation confirmed (EX2FAJNG): Table for 15 for Dinner at BIN 18 1 November 2013 - a... - Dear Suzanne Snu: Oct 25
Sedanide da Canv-. sducane Last Night's Haul - Suzanne: PROMISED TO SEND MONEY: Don Mahy (954)362-4364 Mailing check $7 Carol ¢ Oct 25
Dylan Shepherd
Dylan Shepherd Yolanda Magallanes GRF Report - Attached is our report showing our monthly p k to you later today! - Yol Magailanes = Oct 25
Plerre Suffrin SDUCANE OFA Broward Broward Weekly Fundraiser 10 25 13 - Sa ucane Chapter Lead g for Action ard FB: http://or @@ Oct 25
frine Chome..: Dianne Larson RE: Employment NDA Day of Action - Hi S 1 am excited that | can nted that 1 cant Oct 25
g i S x n nted that | cant
Sandy Ducane : Employm Day Suz am excite I -
= = Dylan Shepherd VKirby @ Oct 24
L] =

It seems to be that the initial aim of bad actors was targeted interception of White House e-
mails, but they received no results, only social media accounts, and monitoring credentials to
official website.
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ALY R I
BSD Control Panel - Nightly (Private Browsing) (Build 20130106091517)
File Edit View History Bookmarks Tools Help . : *
S |2 B30 ControlPanel ) ‘& 85D Control Panel| Fundrai...
® v v Domair
N @myslog Msy ectranic Artny. [EThe Pro | Zone-H.org [llBing

buntu! | Everyt 3 HTML countdown to B Google M\(s emp3world.com - Fre...
| . T
ﬁ bsdtools * ANALYTICS YOUR WEBSITE EMALL PEOPLE & LISTS J & Primary Chapter ‘ (® HELP & KNOWLEDGE BASE

0y

Use the old interface

Quick Links The Cont

Events

Contributions NEW: In our latest release

Fundraising Pages

Each Tuesday and Thursday, BSD deploys a new release of thifiil
andsquashes bugs. Keep an eye on this blog to stay tuned 1)

New in today's release:

« Expanded API call bundie: the cons_addr bundie in the BSO AP will
“home" or "work,” respectivety.

B ~2," along with a value of

« We've widened the event search capability. Users may now search for events dating back to 2004 in the Control
Panel

[*untitl... | [ Home " Inbox (1... [u35595... B )avaimb...| ([l bol.php ~ BSD Co... [th3pro... | (B Mail Acc...

> thepro...

The SEA has published some quite ambitious statements, providing no evidence to support
them. After this incident, the SEA will continue to monitor US government officials moving to
State Department e-mails and various military subcontractors involved in specific kinds of
projects.

February 18, 2014 the SEA has published an intriguing post that they have intercepted some of
the emails from the United States Senator’s office from Arizona — John McCain.
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i |l SyrianElectronicArmy +2. Follow

Official_SEA16

@nlakbq\VWe have intercepted some
emails from McCain's officeflele]i]s

US plans in Ukraine... for Thailand
please read @LandDestroyer

+ Reply +3% Retweet & Favorite ess More

;E4.'.EETE 224.;1'13:ITEE ﬁ 1—; Eﬁ I ﬁ ﬁ . .

8:26 AM - 13 Feb 2014

Land Destroyer (@LandDestroyer - Feb 18
‘ @Official_SEA16 can u dm me a link or send an email... and thanks.

Details + Reply +3 Retweet  Favorite s« More

EWPR SyrianElectronicArmy (Oficial SEATS Feb 12
(| {@LandDestroyer Sadly we can't reveal it now as it will reveal new
capabilities we have obtained. Soon we will open this file.

Details + Reply +3 Retweet  Favorite «s«More

One of the SEA leaders — Tiger had gained an access to a former US DOD employee’s email
account, who now acts as a pro rebel Syrian advocate. That account may have had contact with
a senior Syrian research expert in Senator John McCain’s office. The SEA touted this breech in
the press but only discussed issues with regards to Ukraine. They selectively omitted any
reference to the intelligence they gleaned from McCain’s office on Syria, which did seem to
include travel plans to Syria.

Tiger Tiger <tigertiger248@gmail com>
13:59

pia o Y 5 el Gm pasl S Jo 2

From:Hz n.. n[mailtoam ... 2@._... com]
Sent: Saturday, October 12, 2013 05:50 PM
To: O ~* 7 _7" —i@mccain.senate.gov)

Subject: Syrian Chemical weapons

A friend of mine who is trust worthy, He is a defected General from the regime ( artillery general )
earth photos for a top secret locations for chemical weapons warehouses.

Classification: IntelCrawler/For Public Release Page 82
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The SEA has compromised the personal email account of an extremely high former US
intelligence director/military official, possibly with the use of a fake Google authenticator page.
The breach was reported by coordinated actions.

During long term monitoring there were found several hidden network storages used by SEA
members for internal purposes. Some of them were registered on fake names and excluded
from search engines indexing.

Subject funny jokes

To syr sis <syriansister@gmail.com>

hitp:#/sea-smtp.net/sec/facebook-vandykematthew.zip

Th3Pr0

SEA-SMTP.NET WHOIS

Domain Name: SEA-SMTP.NET

Registry Domain ID: 1843139913 DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.dynadot.com
Registrar URL: http://www.dynadot.com

Updated Date: 2014-02-13T23:54:46.0Z

Creation Date: 2014-01-16T19:34:15.0Z

Registrar Registration Expiration Date: 2015-01-16T19:34:15.0Z
Registrar: DYNADOT LLC

Registrar IANA ID: 472

Registrar Abuse Contact Email: abuse@dynadot.com
Registrar Abuse Contact Phone: +1.6502620100
Domain Status: clientTransferProhibited

Registry Registrant ID:

Registrant Name: Edwin johansyah

Registrant Street: surabaya

Registrant City: surabaya

Registrant State/Province: jawa timur

Registrant Postal Code: 60213

Registrant Country: ID

Registrant Phone: +62.856487278884

Registrant Email: edwinjouhansyah@gmail.com
Registry Admin ID:

Admin Name: Edwin johansyah

Admin Street: surabaya

Admin City: surabaya

Admin State/Province: jawa timur

Admin Postal Code: 60213

Admin Country: ID

Admin Phone: +62.856487278884
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Admin Email: edwinjouhansyah@gmail.com
Registry Tech ID:

Tech Name: Edwin johansyah

Tech Street: surabaya

Tech City: surabaya

Tech State/Province: jawa timur

Tech Postal Code: 60213

Tech Country: ID

Tech Phone: +62.856487278884

Tech Email: edwinjouhansyah@gmail.com
Name Server: nsl.dynadot.com

Name Server: ns2.dynadot.com

DNSSEC: unsigned

There were also found several suspicious domain names, such as “shopcard.info” and
“mslineondeal.info”, which planned to be used in targeted cyber-attack on various military
agencies. The domains still have a HTTP-redirect to DISA — Defense Information Systems
Agency:

shopcard.info | Shop Card | Domain Informations

Updated : 2013-09-09

Defense Information Systems Agency

DISA provides global NetCentric solutions for warfighter support. We provide computer
processing and storage services, a world-wide communications system and essential
global applications

shopcard.info

Technical Data

Fage Rank : MN/A

IP @ 204.236.239.5

IP-based Geolocation of Shopcard.info @ BE United States | Virginia | Ashburn
IF-bazed Coordinate : latitude : 39.04 | longitude @ -77.49

Status : Online (New)

The list of the found domain names:

kostenlosfilmegucken.biz ~ shopcard.info coresta.net

respondtofloods.info spdas.info poolball.org

adurotheband.com rockmeusa.org florence-hotel.org

edps.info catechnolgiesinc.biz jshcm.org

cameltoehoneys.com tedcookson.info executiveinnandsuites.org
standforwelcome.org fotoepilazioneoderme.info commissiondelacapitalenationale.info
Iboro.info mudbytes.org usi-uk.org

hamiltonpas.org mslineondeal.info bccla-pg.org

openqry.org dhani.info udesr71.org
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June 5, 2013 - Jordan

The Royal Jordanian Air Force, Jordan Armed forces, Ministry of Foreign Affairs of Jordan,
including several of its offices in other countries were compromised by the SEA.

Using targeted spear phishing attack the bad actors received information about one of the
accounts and then started to distribute it across embassies and others.

Spear Phishing URL Template

http://jaf. <{FAKE PAGE}>mil.jo/d<{FAKE PAGE}>0cs/2014_2_23-251.PDF<FAKE PAGE>

Used Spear Phishing URL

<2 a b elhttp://jaf.<http://www.lewaa-iskenderun.com/rjaf.php>mil.jo/d<http://www.lewaa-
iskenderun.com/rjaf.php>ocs/2014_2_23-251.PDF<http://www.lewaa-iskenderun.com/rjaf.php>

A major and general in the Jordanian Army in charge of military procurements were hacked.
Millions of dollars of ammo, night vision goggles, sniper pads, and WMD defense systems
designed by US defense contractors were just some of the intelligence compromised. US
military defense contractor details were exposed.

The SEA has stolen credentials of various government resources and Jordan embassies, which
were also used for intelligence.
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1 server user name password IP server URL

2 Weekly report nabil.s & | hitp://w eports.nitc.gov.jo/ViewReport.aspx
3 |Heat account R = 10 0 |http://1( 14:3180/HeatWebUI/calllogging/CallLogging.html
4 | JAF server srv5233781218\administrator |A E _mstsc

5 Delegated Administrator nicadmin A |** http://m .nic.net.jo/da/DA/Login

6 Trend Micra Admin m |** https://1 .150:8445/loginPage.imss

7 |ExAdmin{exchange) ExAdmin Py |10 mstsc

3 |LDAP admin N |10 _ |ttp:f/ac 36/dscc7/dec7Module/Login

9 MGT (Management Station) |root T¢ |10 putty

10 nagios.nitc.gov.jo nagiosadmin N |20 hitp://ni litc.gov.jo/

11 |SAN root S{ 10 789 | https://1 55.11:6789/console/isp/login/BeginLogin.js
12 |Frontend node 1 {Mail} root m E ] putty

13 |Frontend node 2 {Mail} root m |10 putty

14 Backend node 1 (Mail DB) root m |10 putty (M

16 | Backend node 2 (Mail DB) root m |10 putty (M

17 Frontend node 1{web) root HI |10 putty

18 Frontend node 2{Web) FEEE SU- HI |10 putty

19 |Frontend node 3(Web) root Hi |10 putty

20 |Backend node 1 ( Web DB) root Hi |10 putty (M

21 Backend node 2 ( Web DB) root Hi |10 putty (M

22 Log Server root B | putty

23 |php my admin nitcroot Rt H |10 hitp://1t 30:82/phpMyAdmin/index.php
24 |php my admin ?7? 7 |10 http://1t 33:82/phpMyAdmin/index.php
25 |php my admin root N |10 0 |http://at 18:8080/phpMyAdmin/index.php
26 |First San Switch admin 1B |10

27 Second San Switch admin 1B |10

28 IBM Console iscadmin is |20 3 |https://1 163:9043/ibm/console

29 Tape Library IP Address admin s€ 10 hitp://1( 39/

30 |ITM server (gojitm01) administrator Py E

31 OmniFind server (gojomn01} |administrator Py |10

32 |[NDP SERVER administrator rc 3123 10......

January 16, 2014 - Saudi Arabia

Hackers of the SEA have breached and defaced a total of 16 Saudi Arabian government
websites. Besides compromised e-mails of government, the SEA will concentrate on strictly
confidential documents about warfare and modern artillery equipment.
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Some of the users will be compromised using the following spear phishing template:
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«http://ligoogle.travel/ServiceLogin.Auth?&passive=1209600&cpbps=1&continue=https://mail.go
ogle.com/mail/« masked under document
«https://mofa.gov.sa/uploads/docs/47812 8232.PDF«.

March 8, 2014 - Germany

KFW.DE and Federal Foreign Office employee’s communications were compromised by SEA
after receiving an access to Jordan military entities and MOFA.

The interests of the SEA were very selective and concentrated also on Military Attaché
communications, as well as cooperation between Turkey, Jordan and Qatar with other
countries.

JOR-P-0321-14 - Flight Data and Informations

From: " AMMA MIL-100 W k" =n J@amma.auswaertiges-amt.de>
To: "First Staff Officer For Military Attache" <sc a@j miljo>

GHQ IntAff <qa (@gmail com=, Cheif of personnel training branch/ s« 2,
Copy: A Seypr g, il <fes-dmt@j mil jo=, SO1 Overseas Courses/oSu/1 <2

i =slfe-dmi@ miljo, SO1-Scholarships 5S./1 T S-<slmis-dmt@ “miljo
Forwarded:<slfc-dmti@ .miljo>
Today, 13:38
7 files
Dear]]

Attached please find a letter concemning the above mentioned subject.
A copy will also be send by fax.

Regards

] 5

Warrant Officer
Assistant Military Attaché
German Embassv Amman

Tel: 0096 12
Mob: 006 0
Fax: 009¢ 1

Besides named countries, the SEA has intercepted several of messages from following
countries and organizations:

- DFID - UK Department for International Development;
- European Commission;

- German Federal Foreign Office (Auswartiges Amt);

- Group of Friends of the Syrian People;

- ltalian Ministry of Foreign Affairs;

- Ministry of Foreign Affairs of the United Arab Emirates
- Turkish Ministry of Foreign Affairs;

- UK Foreign & Commonwealth Office.


http://igoogle.travel/ServiceLogin.Auth?&passive=1209600&cpbps=1&continue=https://mail.google.com/mail/
http://igoogle.travel/ServiceLogin.Auth?&passive=1209600&cpbps=1&continue=https://mail.google.com/mail/
https://mofa.gov.sa/uploads/docs/47812_8232.PDF
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Conclusion

The Syrian Electronic Army may have started out as a hacktivist organization, but as the
evidence in this report shows, they are now a full blown cyber espionage entity which is very
well organized and coordinated and has some source of consistent funding. They also may
have linkage with some of the well know terrorist groups in the middle-east.

As we peeled back their self-reported hacktivision, the real targets became clear. With
successfully compromised strategic people and web sites, their access to very sensitive data
and intelligence has given them documents and programs that could dramatically affect the
security of the western world.

As IntelCrawler has uncovered 20 new SEA breaches with more than 270 government and
corporate compromised e-mail accounts, it’s clear that the SEA is still sliding under the radar of
the computer security industry.



IntelCrawler™

Appendix A. Social Links Graph

T

e —
_ / Ghaleh Kandil (lshansse jownalit) et

12
Dr Boutaina Shaaban (Spscial Advizor to President Bashar 4] Asad)

I
10
Tbrahim Mousawi (Hezbollah media relarions officer) /

1n
Michs] Samaha (former Lebanese intelligence eperative)
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Appendix B. Geographical Correlation Map of SEA Members Presence
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Appendix C. Malware Distribution Campaigns

During 2012-2014 we have detected more than 60 specific malware distribution campaigns with
Syrian roots. Most of the cases used RAT malware such as Blackshades RAT, XTreme RAT,
njRAT, Dark Comet RAT, ShadowTech RAT with ability to log keystrokes, capture webcam
images, collect files and transfer them.

All of them can be characterized as highly targeted campaigns that deliver a nasty piece of
malware capable of conducting surveillance on victims and their PCs without their knowledge.

Most of found C&C servers will be linked to AS29256, which is related to STE (Syrian
Telecommunications Establishment) — ste.gov.sy.

Global Distribution of Attacks Sources

B Syria B Morocco M SaudiArabia Mlraq ™ Malaysia M India

9%

7%

7%

9%

Distribution of Confirmed C&C in Syria

B STE MmSY-ISP mSyriatel B SCS-NET

Classification: IntelCrawler/For Public Release Page 91



IntelCrawler™

Ne | IP address Net Block ISP ASN Geolocation
1 | 46.213.210.210 46.213.128.0 - 46.213.255.255 Syriatel Mobile Telecom AS29256 | DIMASHQ,
DAMASCUS
2 |216.6.0.28 216.6.0.0 - 216.6.1.255 STE (Syrian AS6453 DIMASHQ,
Telecommunications DAMASCUS
Establishment)
3 |31.9.48.7 31.9.0.0 - 31.9.127.255 SY-ISP-TARASSUL AS29256 | DIMASHQ,
DAMASCUS
4 | 82.137.200.88 82.137.200.0 - 82.137.207.255 STE (Syrian AS29386 | HALAB, ALEPPO
Telecommunications
Establishment)
5 |46.57.215.104 46.57.192.0 - 46.57.255.255 Syriatel Mobile Telecom AS29386 | DIMASHQ,
DAMASCUS
6 | 31.9.48.119 31.9.0.0 - 31.9.127.255 Syriatel Mobile Telecom AS29386 | DIMASHQ,
DAMASCUS
7 | 94.252.198.112 94.252.192.0 - 94.252.255.255 Syriatel Mobile Telecom AS29386 | DIMASHQ,
DAMASCUS
8 | 82.137.200.92 82.137.200.0 - 82.137.207.255 SY-ISP-TARASSUL AS29386 | HALAB, ALEPPO
9 | 213.178.227.196 213.178.227.0 - 213.178.228.255 Syrian Computer Society AS29256 | DIMASHQ,
DAMASCUS
10 | 213.178.235.108 213.178.232.0 - 213.178.239.255 Syrian Computer Society AS29256 | DIMASHQ,
DAMASCUS
11 | 82.137.203.60 82.137.200.0 - 82.137.207.255 SY-ISP-TARASSUL AS29386 | DIMASHQ,
DAMASCUS
12 | 82.137.203.45 82.137.200.0 - 82.137.207.255 SY-ISP-TARASSUL AS29386 | DIMASHQ,
DAMASCUS

Table 1 — The fragment list of detected C&C servers and attackers sources
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Appendix D. Indicators of Compromise

The following list of e-mails and IP addresses shows the sources of spear phishing notifications for the SEA using compromised
WEB-resources and various free hosting platforms. It can be used for SIEM/IDS/SOC rules as one of the signs of potential SEA
attack.

Ne E-mail IP GEOLOCATION

1 | santorin@nsl.thaiwebhostingserver.net 202.142.223.143 THAILAND, KRUNG THEP, BANGKOK
2 | a3947804@srv36.000webhost.com 31.170.160.100 UNITED STATES, OHIO, AMSTERDAM
3 | a2462942@srv32.000webhost.com 31.170.160.96 UNITED STATES, OHIO, AMSTERDAM
4 | ab021178@srv33.000webhost.com 31.170.160.97 UNITED STATES, OHIO, AMSTERDAM
5 | foodcpi@nsl.thaiwebhostingserver.net 202.142.223.143 THAILAND, KRUNG THEP, BANGKOK
6 | a2615433@srv20.000webhost.com 31.170.163.246 UNITED STATES, OHIO, AMSTERDAM
7 | a4989000@srv23.000webhost.com 31.170.163.253 UNITED STATES, OHIO, AMSTERDAM
8 | a9647274@srv29.000webhost.com 31.170.163.249 UNITED STATES, OHIO, AMSTERDAM
9 | a2059260@srv12.000webhost.com 31.170.163.251 UNITED STATES, OHIO, AMSTERDAM
10 | a6692336@srv29.000webhost.com 31.170.163.253 UNITED STATES, OHIO, AMSTERDAM
11 | a2059260@srv12.000webhost.com 31.170.163.247 UNITED STATES, OHIO, AMSTERDAM
12 | chocksam@www1.thaihostingserver.net 203.150.8.139 THAILAND, KRUNG THEP, BANGKOK
13 | a9932417@srv17.000webhost.com 31.170.163.247 UNITED STATES, OHIO, AMSTERDAM
14 | a4613614@srv45.000webhost.com 31.170.163.248 UNITED STATES, OHIO, AMSTERDAM
15 | a5548438@srv20.000webhost.com 31.170.163.246 UNITED STATES, OHIO, AMSTERDAM
16 | a6035612@srv36.000webhost.com 31.170.163.246 UNITED STATES, OHIO, AMSTERDAM
17 | momentok@www1.thaihostingserver.com | 203.150.8.141 THAILAND, KRUNG THEP, BANGKOK
18 | a3399268@srv9.000webhost.com 31.170.160.73 UNITED STATES, OHIO, AMSTERDAM
19 | a4864639@srv38.000webhost.com 31.170.163.247 UNITED STATES, OHIO, AMSTERDAM

N
o

a2936161@srv48.000webhost.com

31.170.163.248

UNITED STATES, OHIO, AMSTERDAM
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Ne

E-mail

IP

GEOLOCATION

21

a9346965@srv16.000webhost.com

31.170.163.252

UNITED STATES, OHIO, AMSTERDAM

22

jfet@wwwl.thaihostingserver.com

203.150.8.141

THAILAND, KRUNG THEP, BANGKOK

23

a2631791@srv27.000webhost.com

31.170.163.253

UNITED STATES, OHIO, AMSTERDAM

24

a9264811@srv34.000webhost.com

31.170.163.252

UNITED STATES, OHIO, AMSTERDAM

25

a9463644@srv32.000webhost.com

31.170.163.244

UNITED STATES, OHIO, AMSTERDAM

26

a2091554@srv26.000webhost.com

31.170.163.250

UNITED STATES, OHIO, AMSTERDAM

27

ar779409@srv34.000webhost.com

31.170.163.248

UNITED STATES, OHIO, AMSTERDAM

28

u867721029@srv24.main-hosting.com

31.170.166.251

UNITED STATES, OHIO, AMSTERDAM

29

a2095094 @srv44.000webhost.com

31.170.163.246

UNITED STATES, OHIO, AMSTERDAM

Table 2 — The list of source IP addresses for spear phishing notifications for SEA



