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The VB100 award is a certification of products which meet
the basic standards required to be recognized as legitimate
and properly functioning anti-malware solutions'.

To display a VB100 logo, a product must:

e Prove it can detect 100% of malware samples listed
as ‘In the Wild’ by the WildList Organization.

e Generate no false positives when scanning an
extensive test set of clean samples.

e All this must be done with default, out-of-the-box
settings in the VB lab environment on two test
platforms (currently Windows 7 and Windows 10).

Meanwhile, the ‘RAP’ test aims to give an indication of
how well a product’s static detection keeps up with new
threats after losing Internet access.

FireEye Endpoint Security

FireEye is hardly a new name in the world of security,
thanks both to its advanced detection products and its
strong research division. The company also has an endpoint
security product, FireEye Endpoint Security, which first

appeared on the VB test bench in a standalone test in
November 2017.

At the time, we noted the product’s smooth install process
and the prominence of the central management system,
which gives full insight into the performance of the various
instances within an organization. We also noted that product
had no problems detecting the malware in the VB test set.

Hence it came as little surprise that in its first full VB100
participation, FireEye Endpoint Security easily earned
VB100 certification, thanks to both a 100% block rate of
malicious files on the WildList and a lack of false positives
among a large set of popular legitimate software.
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FireEye Endpoint Security

Windows 7 Windows 10
Main version 26.21.8 26.21.8
ItW catch rate 100.00% 100.00%
False positives 0 0

VIRUS

RAP 84.8%

!'For the full test methodology see https://www.virusbulletin.com/test-
ing/vb100/vb100-methodology/vb100-methodology-verl/.
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